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Introduction

Introduction

Introduction

NiceLabel Control Center is the enterprise solution for client/server based label printing and
centralized systems management. It is an online application used to ensure label and brand
consistency and to remotely monitor the label printing process in the production environment.

The main management features in the Control Center include:

Flexible licensing. All NiceLabel clients (design and production users) will get license from the
Control Center.

Central event logging. All clients will log their printing activities into Control Center.
Central configuration. All clients can load the configuration from the Control Center.
Printer monitoring. Statuses of label printers are continuously reported to the Control Center.

Managing print jobs. You can monitor status of print jobs from connected clients. You can
remotely pause job, restart job, change its priority and even move a job to secondary printer in
case of problems.

Proactive alerting. Send out alerts in case of software or printer problems in the production
environment.

Web management. Concurrent access to management console using a standard Web
browser, Control Center is a web application.

Authentication. Define different permissions for different user roles.

Revision control system (versioning). Track the changes in the files, keep all past versions of
the files.

Workflows. Conform the printing process to the established approval procedures. Enable life-
cycle on the document level.

Add on: Licensing and management of NiceLabel Automation. This option is available with
some Nicelabel Automation products.

Add on: Printing labels from form applications in the browser. This option is available with
NicelLabel PowerForms Web product.

Architecture

The Control Center product uses a distributed architecture with two main modules.

NiceLabel PowerForms Desktop. This is NiceLabel software installed on workstations, and can
be used for label and form design, or just as run-time application. You will use the application
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NicelLabel Pro to design your labels, and the application NiceForm to create printing
applications (forms). Each client that is activated with a license from the Control Center will
report all its printing activities to the Control Center.

For more information about using these applications see respective user guides.

« NicelLabel Control Center. This is web application for management of NiceLabel production
environment. You can use a standard Web browser to use Control Center. You can run reports
upon the collected data to see trends in the label production environment, such as which
printer prints the most labels, what kind of errors usually happen, which user experiences most
problems. The Control Center can issue an alert upon arrival of a predefined event, such as an
error, a warning, or simple confirmation of an executed print job.

About This Manual

NicelLabel Control Center user guide helps you set up and use this module to manage your NicelLabel-
managed printing solution.

The User Guide contains the following sections:
Introduction. Introduces you to the Control Center.
Installation and Activation. Learn how to install and activate the NiceLabel Control Center.

Configuration and Administration. Learn how to set up NiceLabel Control Center and configure its
operation.

Using NiceLabel Control Center: Discusses the user interface and shows you how to use Nicelabel
Control Center from the user perspective.

Technical Support: Access to technical resources and contacting technical support.

Typographical Conventions

Text that appears in bold refers to menu names and buttons.
Text that appears in italic refers to options, confirming actions like Read only and locations like Folder.

Text enclosed in <Less-Than and Greater-Than signs> refers to keys from the desktop PC keyboard
such as <Enter>.

Variables are enclosed in [brackets].

NOTE: This is the design of a note.

EXAMPLE: This is the design of an example.

[ This is the design of a best practice. ]

0 WARNING: This is the design of a warning.

[This is the design of a tip. ]
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Installation And Activation

Installation

System Requirements

NiceLabel Control Center

In order for a successful Control Center installation, your hardware and software must fulfill the
following system requirements:

CPU: Intel or compatible x86 family processor
Memory: 512 MB or more RAM
Hard drive: 1 GB of available disk space

Operating system: One of the 32-bit or 64-bit Windows server operating systems: Windows
Server 2003, Windows Server 2003 R2, Windows Server 2008, Windows Server 2008 R2, Windows
Server 2012, Windows Server 2012 R2

Microsoft .NET Framework Version 4.0
ASP.NET AJAX Extension

Web server: IIS 6 or IIS 7 or IIS 8 (If you use IIS 7 or IIS 8, you must install IIS 6 Metabase Com-
patibility and IIS 6 Management Console before you can install the software)

Database server: Microsoft SQL Server 2005, Microsoft SQL Server 2008, Microsoft SQL Server
2012, Microsoft SQL Server 2014

(Express Edition of products listed above also supported)

Depending on the architecture of the solution as well as the hardware being used, the Control
Center and the database server (Microsoft SQL Server) can be installed on the same or on a sep-
arate system.

Display: 1024x768 or higher resolution monitor

Additional requirements when software is installed on Windows Server 2012 or Windows Server
2012 R2

You need the following components to be installed in IIS:

o Common HTTP features: Default Document, Directory Browsing, HTTP Errors, Static Content,

WebDAV Publishing

Health and Diagnostics: HTTP Logging

Performance: Static Content Compression
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« Security: Request Filtering, Basic Authentication, Windows Authentication

« Application development: .NET Extensibility 4.5, ASP.Net 4.5, CGI, ISAPI Extensions, ISAPI Fil-
ters

« Management tools: IIS Management Console

For more information about installation on Windows Server 2008, Windows Server 2008 R2, Windows
Server 2012 and Windows Server 2012 R2, see Knowledge Base article KB168.

NiceLabel PowerForms Desktop (clients)
o CPU: Intel or compatible x86 family processor
o Memory: 256 MB or more RAM
« Hard drive: 1 GB of available disk space

» Operating system: 32-bit or 64-bit Windows operating systems: Windows XP, Windows Server
2003, Windows Server 2003 R2, Windows Vista, Windows Server 2008, Windows Server 2008 R2,
Windows 7, Windows 8, Windows 8.1, Windows Server 2012, Windows Server 2012 R2

» Display: 1024x768 or higher resolution monitor

Installing Server Components
You have to install the server components on the Windows Server operating system.
NOTE: You must be logged on the computer with the administrative permissions to be able
to perform the software installation.
To install the Control Center, do the following:
1. Toensure complete installation, close all open applications before installing the software.
2. Insert the Control Center DVD. An installation window will open automatically.
NOTE: If the installation wizard does not start automatically, go to the main CD
directory of your Control Center DVD and double-click the START.EXE file.
3. Click the option Install NiceLabel Product.

4. Click the option NiceLabel Control Center.

5. Before the actual installation starts, the wizard verifies if the prerequisite components are
installed on the server. For more information, see topic Installation and Activation.

NOTE: If you useIIS 7 or IIS 8, you must install IIS 6 Metabase Compatibility and IIS 6
Management Console before installing NiceLabel software. See the NiceLabel
Knowledge Base article KB168 for details.

6. A database NiceAN must be created during setup. Setup searches for available Microsoft SQL
Servers in your network. Select the appropriate Microsoft SQL Server name and enter the
instance name, if it was set up with a non-default name (for example,
SERVERNAME\SQLEXPRESS).
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NOTE: Make sure the Microsoft SQL Server has enabled the TCP/IP protocol in
SQL Server Configuration Manager.

7. Ifthe Microsoft SQL Server is installed on a remote computer and the user you are currently
logged in doesn’t have the necessary administrative privileges, the install will ask you for
administrative privileges for that remote Windows Server. In this case, enter the
username/password.

NOTE: If you wish to install the database to Microsoft SQL running in a Microsoft
cluster, you will need to install the database separately from the main Control Center
installation. See the instructions in the Instal\Troubleshooting folder on the NicelLabel
DVD. Also, see NicelLabel Knowledge Base article KB154.

8. The installer will add two Windows users to the server where MS SQL is installed. Local user
accounts EPM_USER and EPM_DBADMIN will be created during this installation. The
Control Center web page will use (impersonate) the user EPM_USER to connect to the
database.

9. Control Center archives its database regularly. You can decide whether the database will be

archived on a daily or weekly basis.

NOTE: 100,000 print jobs of average size take around 150 MB of space in the Control
Center database. It is recommended to enable daily archiving if such an amount of
daily print jobs are regularly executed in your environment. You can change the
archiving settings at any time after installation.

10. After the installation completes, click the Finish button and Control Center will open in the
browser.
Installing Client Components

NiceLabel PowerForms Desktop is the label and form designer which will help you create label formats
and printing applications (forms) for your Web printing users. Typically, you will install NiceLabel
PowerForms Desktop on the workstations, not on the server.

NOTE: You must be logged on the computer with the administrative permissions to be able
to perform the software installation.
To install the NiceLabel PowerForms Desktop, do the following:
1. Toensure a complete installation, close all open applications before installing the software.
2. Insert the NiceLabel Control Center DVD in your DVD drive. An installation window will open

automatically.

NOTE: If the installation wizard does not start automatically, go to the main CD
directory of your NiceLabel Control Center DVD and double-click the START.EXE file.
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@ Micelabel Control Center IEI_IéJ

Nitelah I,. @ InstawiceLabel product
iceLabe ’
@ Instalklicelabel Printer Drivers

@ Explore DVD

—

NicelLabel
CONTROL CENTER

www.nicelabel.com

S

3. Click on Install NiceLabel product. A new window will open showing the available products.

@ Micelabel Control Center |. = iz-]
Nitelah I,. @ Nicelabel Control Center
ICeLane
e NiceLab%PowerFonﬂs Web
® Back

NicelLabel
CONTROL CENTER

www.nicelabel.com

S

4. Click on NiceLabel PowerForms Desktop then click Next to begin the installation. Follow the
wizard prompts.

5. The Start menu in your Windows will show a new program group for the NicelLabel software
that contains shortcuts for all NiceLabel PowerForms Desktop applications.
Installing Printer Driver

You can use the Nicelabel software to design and print labels to standard office printers (laser, ink jet
or matrix) or to professional label printers (thermal printers). If you own a thermal printer, you must
install the appropriate printer driver before you can print labels. You will find NiceLabel Printer Drivers
for all major thermal printer brands on the NiceLabel DVD and on the NiceLabel Web site.

You can install NiceLabel Printer Driver for your thermal printer using the following methods.

Install within the NiceLabel client installation

NiceLabel Control Center User Guide 9



Installation and Activation

To continue installing the NiceLabel Printer Driver after the NiceLabel software installation has
finished, do the following:

1.

Select the option Run Printer Installation Wizard in the last step of NiceLabel PowerForms
Desktop installation.

Click the Finish button.

The Printer Installation Wizard will open.

Select your printer from the list. Click the Next button.

Select the port where you have connected your printer and click the Finish button.

NOTE: This type of printer installation is available only when running installation from
NicelLabel DVD.

Install from NiceLabel DVD

1

2.

3.

Insert the NiceLabel DVD in your optical drive. The main installation application should start
automatically. If it does not, then start Windows Explorer, browse to the CD, and double click
the START.EXE file.

Click on Install NiceLabel Printer Drivers. The printer installation wizard will start.

@ NicelLabel Contreol Center |. — &]
Nitel.ahial £) @ Install NiceLabel product
ICeLane
@ Install NiceLah%ﬁ’l‘inter Drivers

@& Explore DVD

NiceLabel
CONTROL CENTER

www.nicelabel.com

'S

Select your printer from the list. Click on the Next button.
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~
Selecting the printer

Select Printer

Pleaze select the manufacturer and printer pau want to install

Select the manufacturer and model of your printer. If the driver iz in a different folder or pour

printer came with a driver diskette, click <Change location:. If vour printer iz not listed, consult
your printer documentation for a compatible printer.

M anufacturers: Printers:

Allen - Avery 511 -
Allen Coding M Avery 636 W
Alte — Averp B4-04 —
A-POS Awery B4-04 RFID

ARG Avery B4-05

ATD vey EbOSRFD
Arer Averp B4-06

BEIMANG/SHED Avwery B4-08 RFID

BI=0OLOMN % Avwery B4-08 ¥

[ LChange location... I

[ Exit H Help ] < Previous

A

4. Select the port where you have connected your printer, and click on the Finish button.

Install from Web
1. Download the printer driver from NiceLabel web site.
2. Double click the downloaded .EXE file.

3. Select your printer from the list. Click on the Next button.

-

~
Selecting the printer

Select Printer

Pleaze select the manufacturer and printer pau want to install

Select the manufacturer and model of your printer. If the driver iz in a different folder or pour
printer came with a driver diskette, click <Change location:. If vour printer iz not listed, consult
your printer documentation for a compatible printer.

M anufacturers:

Printers:
Allen - Avery 511 -
Allen Coding M Avery 636 W
Alte — Averp B4-04 —
A-POS Awery B4-04 RFID
ARG Avery B4-05
ATD vey EbOSRFD
Arer Averp B4-06
BEIMANG/SHED Avwery B4-08 RFID
BI=0OLOMN % Avwery B4-08 ¥

[ LChange location... I

[ Exit H Help ] < Previous

A

4. Select the port where you have connected your printer, and click on the Finish button.

Install using Windows Add Printer wizard

1. Open the Control Panel.
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2. Open Printers (Printers and Faxes) and select Add a Printer.

3. Follow the Add Printer Wizard prompts. The actual steps vary depending on the version of your
Windows operating system. It is only important to click the Have disk button when prompted
for the printer manufacturer and model.

4. Put the NicelLabel DVD in your optical drive and browse to the folder \Drivers.

5. Select the folder of your printer name and click the Open/OK buttons to return to the Add
Printer Wizard. You will see the list of all available printer models of the selected printer.

6. Select your model, click the Next button and finish the installation.

Enabling HTTPS Support

If protecting the communication between Control Center and all clients (NiceLabel clients or users
browsing the Control Center web page) is important, you can enable the Hypertext Transfer Protocol
Secure (HTTPS). This will prevent wiretapping and man-in-the-middle attacks on the Control Center.
All exchanged data will remain private also because of the bidirectional encryption of communication
between a client and server. Ultimately, the communication between the user and server cannot be
read and forged by any third party.

X.509 certificates are used to provide the authenticity. When Control Center is installed, you will have
to run Internet Information Services (IIS) Manager on the server and enable HTTPS support for both
Default Web Site (under which the Control Center runs as the application) and for EEMWebDAV
(which exposes the access to the Document Storage).

NOTE: For more information about enabling HTTPS talk to the personnel responsible for
informational infrastructure in your company.

When you enable the HTTPS support, you have to access the Control Center with https: // prefix:

https://server/epm

Make sure that all products that connect to Control Center use secure web services. Do not mix
HTTP and HTTPS protocols.

Activation

Managing Licenses

The Control Center includes the functionality of a licensing server. You can activate your NiceLabel
PowerForms Desktop workstations by configuring them to get license from the Control Center.
When the client gets license from the Control Center, it will report all events to the same Control
Center and can be managed through it. Information about all printing events from each workstation
is reported to the centralized location.

In the Control Center product you get licenses for the local NicelLabel clients. You can also activate
other Nicelabel products in the Control Center and include them under the centralized management.

You can manage the licenses in the Administration tab. Select the Licenses section. All activated
products will be listed here. To see which clients are using a license from the Control Center click the
Plus icon in front of the product name.
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*€ Nicelabel Control Center @ Help
#& Overview & Print Management & Document Storage @ History [ Reports A Automation JESENIRTTEGEN ]

Administration Licenses Administration
Manage and upgrade licenses, activate and deactivate products.
> Alerts

. Activated Products
> Printer Groups

> PowerForms Web Clients Pl — (==
Nicel abel Automaticn Enterprise 4 16

» Global Variables

NiceLabel Control Center Enterprise 1 19

> Versioning and Workflow NiceLabel PowerForms Web 49 50

2 E=s Activation Details

e NOTE: After Control Center has been installed, you have to activate the licenses to activate
Control Center. Control Center will unlock and display different parts of its user interface
based on the activated license key.

Activating New Product

Before you start the activation process, get familiar with the following terminology:

« Key Number. The sequence of 25 characters provided with the software. This is your license
key.

« Registration Number. Unique number generated during the activation process. The regis-
tration number validates the entered key number.

« Activation Code. Issued on the online Activation server. The activation code activates the soft-
ware on your computer.

To activate the licenses in the Control Center server, do the following:
1. Open abrowser on a computer that as access to the internet.

2. Typein the URL to the Control Center.

http://server/name

Where server is the name of your computer, where you have installed Control Center.
3. Go to the Administration tab, then choose Licenses subsection.
4. Select the Activate new product link.

5. On the Activation page, enter the required customer information and the Key Number that
was delivered in your product package.
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‘{ NiceLabel Control Center

# Overview 2 Print Management & Document Storage @ History [ Reports M Automation JEEENIIGIENN]

Administration Activation
Enter the required customer information and the key number delivered with your product package to activate it.
> Alerts

> Printer Groups 1. User Information 2. Product Activation

> PowerForms Web Clients

Name: *
2 Global Variables Company: *
2 Versioning and Worikflow Address line 1:
> Synchronization Address line 2: Enteryour contact information and

keynumber
2 Licenses Zip or Postal Code:

City:
Country: * (choOSE Your country)
E-mail: *

Key Number: *

* - Required

(C) 2006 - 2014 Euro Plus | .nicelabel.com | All rights reserved.

6. Click the Next button. The Registration Number is generated automatically. If the computer
has an Internet connection, you can complete the activation by clicking the Finish button.

Adding Client Licenses

If you want to increase the number of licenses for a particular product activated in the Control Center,
you have to activate the license pack.

To add licenses to your existing product, do the following:
1. Open a browser on a computer that as access to the internet.

2. Typein the URL to the Control Center.

http://server/name

Where server is the name of your computer, where you have installed Control Center.
3. Go to the Administration tab, then choose Licenses subsection.
4. Select one of the products to upgrade.

5. Click the Upgrade link and then select the Add licenses.
6‘ NOTE: Notice that Key Number and the Registration Number are already entered.

6. Enter the License Pack Key Number hat was issued for your License Pack.

7. Ifthe computer has an Internet connection, you can complete the activation by clicking the
Automatic Activation button.

Upgrading Product License

To upgrade your existing Control Center (for example, upgrade your Control Center Pro to Control
Center Enterprise), do the following:

1. Open a browser on a computer that as access to the internet.

2. Typeinthe URLto the Control Center.

NiceLabel Control Center User Guide 14
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http://server/name

Where server is the name of your computer, where you have installed Control Center.
Go to the Administration tab, then choose Licenses subsection.

Select one of the products to upgrade.

Click the Upgrade link.

Notice the Old Key Number and the Registration Number were already entered. Now enter the
Upgrade Key Number that was issued for your product upgrade.

If the computer has an Internet connection, you can complete the activation by clicking the
Automatic Activation button. Activation Code will be generated and your upgraded product
functionality will be activated.

Activating Without Access to the Internet

If the computer where you started the activation procedure does not have Internet access you will
have to open the Activation Web page on other computer with the Internet access, manually activate
the software, obtain the Activation Code and enter it into Control Center to complete the activation.

Do the following:

1
2.

© N o

Write down all numbers from the Web page (e.g. Key Number,Registration Number).
Write down the Activation Web page address.
NOTE: The activation web page address to activate the software is provided on-
screen.

Go to a computer with the Internet access and open the provided Activation Web page.

Enter the Key Number and the Registration Number. Enter other user information when
prompted.

Click on the ACTIVATE button to retrieve the Activation Code. Write it down.
Go back to the computer where the Product Activation page is still open.
Enter the Activation Code.

Click on the Finish button to complete the activation process.

Deactivating Products

Deactivating a license key allows you to move the software from one server to another.

To deactivate the product, do the following:

1.

Make sure that the computer you use to open Control Center page has connection to the inter-
net.

If you have user login enabled, log in as user with the administrative permissions in Control
Center.

Go to Administration>Licenses.
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4. Select the product you want to deactivate.

5. Click Deactivate product.

Activating Clients

You have to activate the client NiceLabel PowerForms Desktop on each workstation.
NOTE: If you do not complete the client activation process, the client will first run in a trial
mode and after 30 days switch into limited demo mode. When not activated, the client also

does not send any event updates to the Control Center.

To activate the client, do the following:

1. Make sure that your NiceLabel Control Center license type is activated in your Control Center.

2. Run Nicelabel Pro on the workstation. The Trial Mode dialog box will display.

F I |
Trial Mode [

NicelLabel 6 Trial

Activating client ]

The trial evaluation period expires in 30 days.

You may convert this trial by purchasin product and entering the license key.

www.nicelzbel.com

[ Enter license key ] [ Buy license l [ Continue trial

b

3. Click Enter license key button.

4. Select the Control Center license server and click Next.

NiceLabel Control Center User Guide
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r -
Manage license @

Welcome to Product Activation Wizard
This wizard will guide you through the produc activation process,

Product has not yet been activated or no valid licenses could be found. Please follow this
Activation Wizard to activate your copy of product or troubleshoot your active license.

Pleaze choose product activation method:
") Hardware Key
() Single User Software Key
() Multi-user Software Key

@ Control Center license server

Selectthe Control Center
licensetype

5. Enter the name of the server, where you have installed the Control Center and click Next.

r |
Manage license @

Control Center license server
Select Cantrol Center server name.

Please enter the name of the server where Control Center is installed.

Control Center server name

trainer B

|:| S5L connection

Entername ofthe Control
Center server

| cancel | [ <Back || met> | Finish

6. Nicelabel client will connect to the Control Center and retrieve the license. Additionally, the
client will be reconfigured to send data about printing events and printer statuses to the
Control Center
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r© -
Contral Center license server ﬁ

WARNING: Changes in program configuration

‘:'ﬁ Activation Wizard has successfully connected to the
license server. This results in following program
configuration changes:

Print job information will be logged on the server
Printing events will be logged on the server
Detailed printing control will be enabled

You can use the Options menu or the product configuration tool
to change these settings.

L

Click OK.
NOTE: You can use NicelLabel Configuration to fine tune the client settings.

7. The license information will be displayed in the Manage license dialog box.

8. Click Finish button.

Offline Mode

Nicelabel licenses are stored centrally on the Control Center server. When the connection to
Control Center is available, the client operates in On-line Mode. If the Control Center is frequently
not available or network connection is unstable, you can configure the License Manager to enable
the Off-line Mode for the clients. This mode is useful in environments where you need mobile
licenses is required or in events where server system failure would otherwise stop the label
production.

NOTE: Licenses for NiceLabel Control Center clients can be run in the offline mode. You can
use up to half of the licenses in the offline mode.
To enable the offline mode, do the following:
1. Start NiceLabel Pro application.
2. Go to Help>Manage License and click the Open License Manager button.

3. Click the Enable offline mode button.

NiceLabel Control Center User Guide 18
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=2

License Manager

User Information

User name: 5450)] Offline mode is enabled
Apphcation status; OFf line

Enable Off-line Mode |:| Force Off-line Mode

Disable Off-line Mode ] Lease period expired in [days): 15

Server Information

Server status: Accessible
Server location: trainer
MNumber of available licenses: 20 Mumber of free licenses: 19
Help ] ’ Close l

e

Force Off-line Mode: If this setting is selected, the License Manager will not check for the presence of
the Control Center and the application will automatically start in the off-line mode. When the license
lease expires, the application will stop running and you must renew the license by switching off this
option and re-connecting to the Control Center. The off-line license expires after 15 days.

NOTE: For more information about the License Manager please refer to the NiceLabel Pro

user guide.
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Configuration And
Administration

Configuration

Configuring Authentication And Access Rights

If security standards of your company require higher level of security to protect access to the Control
Center, you can use the NicelLabel authentication feature. When the authentication feature is enabled,
each user must authenticate before using the application. Two configuration modes are available:

« Use Windows users. In this case Control Center will use the name of current Windows logged-
in user.

« Use NicelLabel users. In this case Control Center will prompt you for the user name and pass-
word.

When you see the Login dialog box when opening Control Center, you have to provide the user
credentials. If you have troubles logging in, contact the Control Center administrator.

Enabling Authentication
To enable the NicelLabel authentication feature, do the following:

1. Go to Start, All Programs, NiceLabel Control Center, Utilities, Control Center Configuration
to open the Control Center Configuration utility.

2. Select the User rights and access page in the Control Center group of settings.
3. Click the Authentication Mode button to open the Authentication mode dialog.
4. Select one of the possible authentication modes:
« Windows authentication, using Windows authentication system.
« Application authentication, using NicelLabel users, groups and profiles (for more inform-
ation please refer to NiceLabel Pro User Guide).

NOTE: Default NiceLabel Administrator password is NICE.

« Mixed. Using either entities created in Windows and in NicelLabel application. Mixed
mode cannot be used with Control Center.
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8 Control Center Configuration =

Configure authentication mode

Log file ton mode by clicking on the button.

User rights and access

- - 2
Authentication Mode I_-
Control Center —

Manitar events ST MEEE Authentication Maode

Monitor print jobs .

. ®) None

Archiving User configuration
Nicelabel Pro

Desktop

) windows authentication
Colors () Application authentication

Manage users and groups by cli

Settings ) i v . .

Nicehorm s BT T T () Mixed (Windows and Application authentication)
. Control Center cannot use mixed authentication, If mixed

Form design mode is chosen, Control Center will fall back to Windows
Micelabel Automation authentication.

Settings

Production settings
NiceMemMaster ~

oK || Cancel || Apply || Help |‘

Figure: NiceLabel Authentication mode

NOTE: Changed settings need to be saved in the Control Center configuration database. For
more information please refer to Configuration Settings location sub topic.
Configuring Access Level to Applications

In Control Center the profiles define user access permissions to be able to run different applications,
or define the access level to the application. For example, members of profile Author can use label and
form designer with all functionality, but have limited access to management features in Control
Center. To configure access permissions to files within Document storage, see topic File Access
Control.

Control Center is available with some predefined profiles, but you can create your custom profiles.
The predefined profiles:
o Administrator. Can do everything in the Control Center, including access to the configuration.
» Approver. Has access to designers, but has limited access to Control Center.

o Author. Has access to designers, but has limited access to Control Center. Sees all revisions of
the files in Document Storage.

« Default. The privileges from this profile are applied whenever the user login is disabled.

« Operator. Doesn't have design privileges. Can use the files in read-only mode. Has access only
to the last approved revision of the file.

To configure user's access rights, do the following:

1. Go to Start, All Programs, NiceLabel Control Center, Utilities, Control Center Configuration
to open the Control Center Configuration utility.

2. Select the User rights and access page in the Control Center group of settings.

3. Click the User Configuration button.
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4. Double-click the Profile name that you want to change.
o In Permissions tab change the privileges granted to the members of this profile.

o In Members tab change the users and groups that will be assigned with privileges from
this profile.

5. In Application Users and Groups you can define the local NiceLabel users and groups. the
best practice is that you use user and groups defined in your Windows system.
Centralized Client Configuration

NicelLabel settings on a standalone client are changed and stored locally on each workstation. In an
enterprise environment however, there is frequently a requirement to change all relevant client
settings centrally. NiceLabel client settings can be managed using the Control Center Configuration
on the Control Center server.

NOTE: You must be logged into Windows with a user account that has administrative
privileges for Control Center software to be able to change all settings in the Configuration
utility.

Configuring Feedback Messages for the Control Center

You can configure the level of details that each client will send to the Control Center. The verbosity is
dependent on each project requirements. You might need more details during the development and
testing phase, and less during the production phase.

To fine-tune the event monitoring level, do the following:
1. Logon tothe desktop on the server where Control Center is installed.
2. Run the Control Center Configuration.

3. Open Control Center>Monitor events section.

] Control Center Configuration \;Ii-

General | Event Monitoring
Error configuration . I
. ou can sele
Log file % Ent .
User rights and access
Control Center

Manitor events =T Print Events

Definethe level of details for
printing events

Manitar print jobs ErrorE\:ents
Archiving
Micelabel Pro = [ warning Events
Desktop ["] Information Events
Colors
Settings Micelabel Automation Activity
MiceFarm [ ] MiceLabel Automation Status Change Events

Farm design
Micelabel Automation
Settings
Production settings
MiceMemMaster o

| oK || Cancel | Apply

4. Enable the events that the clients must report to the Control Center.

5. Open Control Center>Monitor print jobs.
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] Control Center Configuration \;Ii-

General ~| Print Job Monitoring
Error configuration -
Log file gz Youcan choose to log Print Jobs to the Control Center

|
User rights and access
Control Center
Manitor events
Manitar print jobs
Archiving
Micelabel Pro

Desktop
Colars
Settings

MiceForm Enabling live reporting of print job status ]

Enable Print Job Logging to Server

Farm design
Micelabel Automation
Settings
Production settings
MiceMemPaster w

o] [ ][ s

6. Enable the option Enable Print Job Logging to Server, if you want the clients to send updates
about the print job statuses. You would enable this option to track the print job live status

throughout its life-cycle, from spooling, spooled, printing, printed and all intermediate
statuses.

7. Click OK.

8. Make sure the client is configured to retrieve settings from the Control Center. For more
information see Configuring Retrieval of Client Settings from Server.

NOTE: You could also run NiceLabel Configuration on the client, change the settings and
synchronize them with the server. See NiceLabel Configuration>Control
Center>Settings>Store to server button.

Configuring Client Defaults

You can configure the defaults for the NiceLabel client application in the Control Center
Configuration.

Do the following:
1. Logon tothe desktop on the server where Control Center is installed.
2. Run the Control Center Configuration.

3. Open the section responsible for the application you want to change. To change defaults for
the label designer (NiceLabel Pro), go to NiceLabel Pro>Settings.
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Q

Control Center Configuration

Error configuration
Log file
User rights and access
Control Center
Monitor events
Manitor print jobs
Archiving
Micelabel Pro
Desktop
Colors
Settings
MiceForm
Form design
Micelabel Automation
Settings
Production settings
MiceMemMaster
Test string

~

Production Settings

On screen edit

[ save preview Click here to update default

configuration forthe label designer

Show codepages in Tont toolbar
|:| Enable revision history logging
Prompt for revision history comment
D Show not printable objects in the print preview
|:| Smart-replacement of missing fonts
Detailed printing control
[l Embed graphics into label

D Compress embedded graphics stored in the label

| oK | | Cancel | | Apply | | Help

4. Repeat the procedure for any other application.

5. Click OK.

6. Make sure the client is configured to retrieve settings from the Control Center. For more
information see Configuring Retrieval of Client Settings from Server.

NOTE: You could also run NiceLabel Configuration on the client, change the settings and
synchronize them with the server. See NiceLabel Configuration>Control
Center>Settings>Store to server button.

Configuring Retrieval Of Client Settings From Server

To configure the client to take the settings from the Control Center, do the following:

1
2.

Make sure the client is already activated with the license from the Control Center.

Open NiceLabel Configuration. You can find it in the Start menu, or in the Tools menu of any
NicelLabel application on the workstation.

Open Control Center>Settings section.
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- ~
Options &l

General Print center

Errar configuration )

Log file The location of Control Center,

Falders Computer name:

Language trainer

Label usage passwords
User rights and access Storage Server port, Make sure to enable this option fo
Control Center 8080 retrieve settings from the server

Monitor events

Manitar print jobs Settings location

Settings Settings can stored individually on local computers or on a global server.
Micelabel Pro

Desktop ) Local

Colors Wghual synchronization of settings with server:

Settings

Printers /[ Retrieve from Server ] [ Store to Server ]

@ Global [Automatic synchronization)
|:| Show all settings
o J e ]| som
ke

4. Enable the option Global (Automatic synchronization).

5. Click OK.

Configure Archiving

NicelLabel activities like printing, event generation or alerting, are logged and written into the Control
Center database. The amount of log data can reach several Megabytes in large enterprise
environments. If the Control Center database grows too large it might adversely affect the Control
Center performance. To limit the size of Print job log, Event log and Alert log and to ensure consistent
storing of the logs, log data is archived and deleted regularly.

During Control Center installation you can decide whether the database will be archived on a daily or

weekly basis.

NOTE: For example, 100.000 average sized print jobs take around 150 Megabytes of space in
the Control Center database. It is recommended to do database archiving after every 100.000
to 200.000 print jobs or simply enable daily archiving if such an amount of print jobs per day
are regularly executed in your environment.

To change the archiving settings, use the Configure Archive Task in the Control Center Configuration
utility.
To open the Nicelabel Archiving dialog, do the following:

1. Go to Start, All Programs, NiceLabel Control Center, Utilities, Control Center Configuration
to open the Control Center Configuration utility.

2. Select the Archiving page in the Control Center group of settings.
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Control Center Configuration \;Ii-

General -
Error configuration
Log file e
User rights and access
Contral Center Archiving will be performed:

Archiving preferences

Your automatic archiving preferences are displayed below. You can
change your preferences by clicking the button below.

Manitor events Trigger has not been set to valid values
Manitar print jobs
Archiving
Micelabel Pro
Desktop
Colars
Settings
MiceForm
Farm design
Micelabel Automation
Settings
Production settings
MiceMemPaster w

Settings...

o] [ ][ s

The default archiving time is displayed. Click Settings to view or change the Archive Task details.

You can manage the following Archive Task details:

Task Name: Name of the Archive task (cannot be changed).

Run: By default, the task runs weekly; for an environment with a lot of printing activity it is
recommended to change this setting to Daily.

At: Time of the day when the task runs.
Every: Day of the week when the task runs if Weekly is selected.

Action: Select Archive if the database should be archived and deleted or Delete if no archiving
is needed and the older database records should simply be deleted.

Items older than (days): Minimum age of database records (in days) to be archived or deleted.
Archive path: Folder where the archive file will be stored.
Archive file name: Name of the archive file where the database records will be archived into.

Append Date and Time to file name: By default, date and time is appended to each archive
file. Remove this check mark if you do not need the time stamp.
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Configure Archive Task

Task Details

Define how archiving should take place, This dialog lets you set the basic schedule
settings. For detailed configuration please see the Scheduled Tasks in your Control

Panel.

Task Mame:

| Control Center Archiving

Bun: Af Every:

| Daily v| | 32200 pM & |Monday
Action: Items older than [days):

|Archive W | |9D %|

Archive path:

| gram Files [x2i

LWEuroPlusiNiceLabel Enter,

orise Print Mana

i er‘n..&rchive | Browse...

Archive file name:

|Ep marchive

hppend DateTime to file name

Label Services

oK

| | Cancel

Help

A service application Label Services is installed and started on each workstation with NicelLabel
PowerForms Desktop client and with NiceLabel Automation.

Label Services will start automatically with the operating system. If you want to start or stop it

manually, you can do so in the Services console.

r
T Services

[ESNEE =)

File

e | Edez HE v e o

Action View Help

%, Services (Local) . Services (Local)

Pause the service
Restart the service

drivers and queries information of
printer and job status, If this service is
stopped, the printer status
information cannot be stored inte the

#4| abel Services

% Microsoft JNET Fra...
%4 Microsoft .NET Fra...

Communicates with the...

Microsoft [MET Framew...
Microsoft .MET Framew...

Label Services MName Description Status Startup Type =
% IPsec Policy Agent Internet Protocol securit...  Started Manual
Stop the service % KtmRm for Distribut... Coordinates transaction... Manual

Started

% Link-Layer Topolog...  Creates a Metwork Map, ... Manual B

% Media Center Exten...  Allows Media Center Ext... Disabled l
Description: # . .

i Microsoft NET Fra...  Microsoft MET Framew... Disabled
Communicates with thermal printer

% Microsoft NET Fra...  Microsoft .MET Framew... Disabled

local label-print log file or to the % Microsoft Antimalw... Helps protect users fro..  Started Automatic
Enterprise Print Manager. S Microsoft iSCSIIniti..  Manages Internet SCSI (.., Manual

o Microsoft Network L. Helps guard against intr...  Started Manual

% Microsoft Software ... Manages software-base... Manual

% Multimedia Class 5c... Enables relative prioritiz...  Started Automatic

|

11

Autornatic

Automatic (D.
Automatic (D.

[3

\ Extended AStandard/

This service is responsible for:

« Monitoring the status of the printers local to the client

« Monitoring the status and progress of the print job created with NiceLabel client

« Sending all status updates to the Control Center
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o Receiving commands from the Control Center such as commands for printer management and
for label reprint

When you activate the NiceLabel PowerForms Desktop client with the license from NiceLabel Control
Center, the client is reconfigured to send the data about its printing activities and installed printers to
the NicelLabel Control Center. The level of reported details is configurable in the client configuration.
The client must be able to communicate with the Control Center, which is a web application. If you
want to be able to use Control Center to control printers that are installed on the workstations, then
Control Center must be able to connect to the Label Services running on the workstation.

NOTE: For more information about the technical requirements and prerequisites, see the
NiceLabel Control Center Installation Guide.

Outbound communication port

The workstation must be able to connect to the port 80 TCP on the server, where Control Center is
installed.

Inbound communication port

The inbound communication must be enabled from the Control Center to the local workstations. Port
6758 TCP must be open.

Multitier Landscape Management

Increasingly more labeling operations have come to rely on a multitier configuration model as the
most efficient way to stage and deploy the labeling-related files. A multitier approach removes all of
the risks identified in case of a single system landscape, where a single server is used for development,
testing, and production.

In such alandscape model the new labeling solutions are created and test-driven in Development and
Quality Assurance/Testing environments before they are adopted in the Production environment.
Usually a three tier landscape is adopted, or at least two tier landscape, where the roles of
Development and Quality Assurance are merged on the same environment. Each environment
requires a dedicated installation of the Control Center product.

Synchronization of Files Between Landscapes

The synchronization mechanism in Control Center ensures the promotion of approved files from one
landscape to the next. For more information about the synchronization functionality, see the topic

Synchronization.
Identifying Document Storage in a Multitier Landscape

When working in a multitiered landscape, you can configure custom names for each landscape. This
makes it easier to identify to which landscape the current Document Storage belongs to.

Quality Assurance Landscape
@ Help

"{ NiceLabel Control Center

# Overview = Print Management [=Nreere

Configurable lanscape name inthe multitier

Docu ment Stqrage 7 environment

To configure a custom landscape name, do the following:
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1. Open the application SQL Server Management Studio.

2. Connect to the SQL server hosting the database of a Control Center for which you want to
define a custom name.

3. Expand the tree-view to reach Databases>NiceAN >Tables>nan.Settings.
4. Right-click the table nan.Settings and select Edit top 200 Rows.

5. Add anew record.

6. For the field Setting enter the value "Instance Name".

7. For the field Value enter the custom name for the current landscape.

EXAMPLE: The entered custom name in the screenshot above is "Quality Assurance
Landscape".

You can also find this information in the Control Center Installation Guide.

Administration

Alerts

Alert configuration is done with the assistance of a Web wizard. The wizard guides you through all of
the essential settings in 4 intuitive steps, prompting the user to enter the needed settings for each of
the alert types.

The steps of the wizard are dynamic and change depending on the type of alert being created, as
each of the alert types requires a different set of information in order for it to be processed.

When configuring the event monitoring, you can select the basic configuration mode and choose
between the applications you want to keep an eye on, or select the advanced configuration mode
where you can fine-tune the parameters, such as applications, error types, severity and list of
workstations you want to monitor.

When you complete with the alert configuration, you can send a test alert, just to see if alerting will
work, when there is a real emergency. The alert is saved and activated, and it begins monitoring the
system for the configured error events. Once an error occurs, the alert sends a notification to the
addressee, and the alert event is logged in the History section. For more information on the event log,
see Consolidated Event History.

E-mail (SMTP) alert

This alert will send the custom email message to the specified email address. You can customize not
only the email headers, but also the email contents. The suggested message will contain all available
variables that can be used, but you can change the email contents to fit your purpose.
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SMTP Settings

Server: mail.demain.local
Username:
Password:

Sender email: alert@deormain.ocal

Sender name: Alert Service (Control Center)

Cancel

Configuring connection parameters for
youremail server

To send the Email alert, you need to define the email sending server (SMTP server) and optionally
provide the user name and password to connect to this server. If your email server runs on a non-
standard port, add the port number after the server name, such as server:587.

SMS (via Clickatell Gateway)

SMS message is sent through Clickatell SMS Gateway (http://www.clickatell.com). To send SMS alerts
you need to open an account with them and purchase a certain amount of credits.

": NiceLabel Control Center

# Overview & Print Management & Document Storage  ® History Reports M Automation [ESINIRTST

Administration Alert
Create a new alert by defining its properties.
> Alerts

v

Printer Groups 2. What Kind 3. Who and What 4. Finishing Touches

PowerForms Web Clients

Please define what kind of alert should be sent. You can,
Global Variables alert type

Configuring seftings foenable SMS =l
alerting type

Alert type: SMS (via Clickatell G;

>
>
> Versioning and Workflow
> Synchronization

>

Licenses

These additional settings are the sam|

r all alerts of the same type, so you do not have to define
them for every alert.

Commands
Clickatell SMS Gateway: *
[ SMTP Settings
APIID: *

User name: *

Password: *

* - Required
Previous Next Cancel

RSS 2.0 Feed

This alert type is actually a link to the RSS feed. Here you are creating a definition for only those alerts
that the recipient wishes to see in the RSS feed reader of their choice. The user will receive timely
updates from the Control Center. Subscribing to a website RSS removes the need for the user to
manually check the web site for new content. Instead, their feed reader constantly monitors the site
and informs the user of any updates.

Net Send
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You can send messages to users and computers, where they are displayed in the message box on the
desktop.

In a domain environment, you need to enter the domain name, user name and password in the
additional settings. If the computer is not in a domain environment, you need to enter credentials for
a user account with appropriate rights for sending the Net Send messages. Enter the name of the
computer that should receive the message, and optionally, the name of the computer from which the
message is sent. User that was defined in the additional setting should have privileges to send alerts
from that computer.

NOTE: Net Send support is no longer available in the operating system since Microsoft Vista.
You can still use it through 3rd party utilities.

Global Variables

[This feature applies to NiceLabel PowerForms Web product. ]

Global variables are shared between several Web printing users and solutions. Global variables are
defined outside the current solution and can be used between different solutions. The locking
mechanism takes care that each print request gets an unique value for the global variable. Usually,
global variables are used as unique counters. Each global variable has an unique internal ID number,
by which it is referenced in a solution.

Normally, the global variables will be published from the NiceLabel Solution Architect. You don't have
to create global variables manually. When you create the solution file, the NiceLabel Solution Architect
will analyze the selected label files and search for global variables. If found, the Deploy step will
provide an option to publish global variable to the server.

Available actions for the global variables:
o Tocreate a new global variable manually (usually not needed), click Add new global variable.
« To edit the existing global variable, click the pencil button.

« To delete the global variable, click the cross button. Removing global variable is irreversible pro-
cess. If you remove a global variable that is still in use in some solution, that solution will not
run anymore.

Properties of the Global Variable

o ID. This is the internal ID number. If you create global variable manually, make sure it matches
the ID as defined in the configuration file of global variables on the client. See file GLOBALS.TDB
in NiceLabel System folder.

NOTE: It's best practice to use the Solution Architect to publish global variables from
the client to the server.

« Name. Variable name.

» Description. Optional variable description.

o Current value. This is the value the variable will use next time when needed. You can update
the default value, when needed.

« Prefix/suffix. Prefix is a string added in the front of the variable value, suffix is added to the
end.
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« Min/max value. Defines the minimum and maximum values the variable can occupy.

« Rollover. Specifies to restart at the minimum value when the maximum value has been
reached. You would use this option for counters.

» Length. Specifies the maximum number of characters the variable can occupy. Enable Fixed
length, when the value must contain the exact number of characters.

« Data format. Specifies the type of characters that are allowable.

« Padding. Specifies the optional characters around the value to fill-in values to the variable max-
imum length. You can enter the custom pad character. For example, you would use it to add
leading zeroes to numeric values.

« Increment type. Specifies the counter type. Step determines the value that counter will change
for. Count determines the number of labels upon which the counter will change its value.
Printer Groups
The Printer groups section in the Administration tab allows you to create and modify printer groups.

For more information on centralized printing management and printer groups, see topic Printer
Groups.

Creating a printer group
To create a printer group:
« Click Add new Printer Group on the menu in the left-hand area.

o Enter the name of the printer group and a brief description of it. Use a descriptive name that
will help you identify the purpose of the group.

Adding printers into a printer group

To add printers into a printer group:
« Click the Plus icon in front of the group name to expand it.
« Click Add Printers under the group name in the list area.

« Choose the workstation to which the printer that you are adding is connected, select the
printer, and click on Add Printers.

« You can select several printers on multiple connected workstations, and then click on Close.

Application Server

[ The functionality from this topic is available in NiceLabel Control Center Enterprise. ]

The application server options allow you to enable the RemoteApp technology in your Control Center
product. With RemoteApp you can make programs that are accessed remotely through Remote
Desktop Services appear as if they are running on the end user's local computer. The

Document Storage displays new commands to open label designer, form designer or run-time from
the RemoteApp server without any need to have Nicelabel client installed on your workstation.

NOTE: For more information about using the Application Server, see the topic Centralized
Application Server.
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» Enable application server. Tick this option to enable the application server functionality in the

Document Storage.

« Application server URL. Specifies the server hostname where the RemoteApp server has
already been installed. Enter the fully qualified domain name or IP address.

« Signing certificate thumbprint. Specifies the thumbprint of the certificate that will be used to

sign the . RDP files. Each time you want to run the remote Nicelabel application on your

desktop, Control Center will generate the . RDP file containing commands for the RemoteApp

server. The . RDP file specifies which application must run and which file from the

Document Storage must open. When the . RDP file is signed with the certificate, the user will

not see the warning about the unknown publisher.

NOTE: For more information about the above configuration options for the
Application Server, see the document NiceLabel Control Center Installation Guide.

Synchronization

The functionality from this topic is available, when you have Control Center Enterprise with the
Synchronization Add-on.

The synchronization feature allows you to keep Document Storage from two or more Control Centers

in sync. All changes from the master Document Storage are propagated to the client Document
Storage, which contains the exact copy of all published folders and files.

This functionality is frequently used for the following purposes:

« Synchronization of files on geographically distributed locations. In this case you have a

master server set up in the company's HQ. The label design is done centrally. The label approval
is also done centrally. When the labels are approved (and published), they must be distributed

to all production environments. All remote Control Centers are set as clients to the master
Control Center.

CLIENT
CLIENT (EMEA)

s S A

CLIENT
> (MIDDLE EAST)
MASTER
DOCUMENT STORAGE
{HQ)
CLIENT
(OCEANIA/AUSTRALIA)

4 9

(AFRICA) CLIENT

« Synchronization of files of multiple stage deployments (development>test (Quality

Assurance) >production). In this case, the files must travel in the chain from the development
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towards the production environment. Control Center in the Development environment is
master to Control Center in the Test environment and Control Center in the Test environment
is master to the Control Center in the Production environment.

DOCUMENT STORAGE
(PRODUCTON)

DOCUMENT STORAGE
(DEVELOPMENT) DOCUMENT STORAGE
(TEST/ QA)

NOTE: When the synchronization is enabled, the Document Storage in the client

Control Center switches into the read only mode. You cannot add & remove folders and files.
You can change the workflow type for the folder and change the workflow steps for the files
within that folder. You can also delete files from the client Document Storage. However, they
are synced from the master Document Storage in the next synchronization interval.

Synchronization Rules

These are the main rules that synchronization procedure will follow:

The synchronization is always configured and initiated on the client.

You have to provide the security key that matches the security key on the master Control
Center. The security key will allow access only to the authorized clients. You can click the
Generate Key button to generate your security key, or type in your custom string of characters.

You can only synchronize files that are governed by some workflow process.

The files that are in the final step of the workflow selected for the particular folder will be syn-
chronized. The final workflow step is usually approved or published, dependent on the selec-
ted workflow.

When the source files are synchronized on the client, they are placed in the initial state of the
workflow defined for the folder on the client. Although the folder name is the same in Docu-
ment Storage on both servers, the workflow process for this folder on the client can be dif-
ferent from the workflow process on the master.

The file revision number is synchronized as well. When the file in revision 10 on the master is
synchronized with the client, it will retain the revision 10 also on the client. Because not all revi-
sions are approved/published, you can expect to have gaps in the revision numbers on the cli-
ent.

The synchronization service periodically retrieves the list and states of files on the master and
compares it with the local copy. The new files and files with the higher revision number and
that have reached the final state in the approval process will be updated in the client
Document Storage.

Enabling Synchronization

To enable the synchronization, you have to do the following:

1
2.
3.

Open Control Center page.
Go to Administration>Synchronization.

Enter the security key (token) as is defined on the master Control Center.
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4. Enable Synchronize Document Storage from another Control Center server.
5. Enter the URL to the master Control Center.

Use the syntax:

http://server/epm

where server is the Windows name of the computer, where Control Center has been installed

6. Select time interval in which synchronization must occur. There are two options:

Document Storage Synchronization

Security

Security key: | tokenl Generate key

Synchronization settings

¢ Synchronize Document Storage from another Control Center server

Synchronization scheduling

® Daily at 000 -

Periodically every |1 hours M

Save changes

1. Daily. The synchronization will occur daily at specified time. You can select one pre-
defined value, or enter your own time.

2. Periodically. The synchronization will occur periodically in defined time interval
(minutes, hours or days).

7. Click Save changes.
Logging Synchronization Activity

After each synchronization cycle, the information about sync action will be added to the Application
event log. The report will contain the following information:

« Start time of sync
o End time of sync

« Thelist of synchronized files (file name, revision)

Versioning And Workflows

[The functionality from this topic is available in NiceLabel Control Center Enterprise. ]

The Versioning and Workflow section allows you to enable the built-in support for revision control
system and support for workflows. When enabled, both options are accessible in the Document
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Storage tab, which will show additional buttons to work with file revisions and manage file life cycle
with workflows.

Using the workflows you can track the statuses of the document in its life cycle.

By default, the support for versioning and workflows is disabled.

To enable versioning, enable the checkbox Enable versioning for document storage. For
more information, see topic Revision Control System.

To enable workflows, enable the checkbox Enable workflows for document storage. To use
workflows you must also enable versioning. For more information, see topic Workflows.

Available Workflows

The product is available with the following predefined workflows. The number of available steps and
their relationships are built-in. You can change the names of each workflow and names of the steps
within.

# Overview & Print Management & Document Storage @ History [ Reports M Automation [R-StlMTEN]

Administration Document Storage Versioning and Workflows

Listofavailable Available Workflows
workflows
Mame Description

>
>
>
>

Versioning and Workflow

Synchronization Request approval approverl @nicelabel.com;approver?@nicelabel.com

Licenses .
Rejected d&!lgnerwsl‘mm

SMTP Settings delayed publishing scheduled for publishil

Label production approval process The documents will go through the classical approval process.

Global Variables

Name Metification Emails

Design designer@nicelabel.com

Approved

(% % W

Two step label production approval The docunis will go through two step approval process. Two unique reviewers
process must approve Resgdocument.

Label production approval process with  The documents witathrough the approval process. Decuments can be

a later time,

Settings
Listof available steps in the selected
¥ Enable versioning for document storage \L workflow

¥ Enable workflows for document storage

For more information about using workflows, see topic Workflows.

NOTE: If you require custom workflow for your approval process, please contact NiceLabel
representative. Custom workflows can be added to your Control Center.

Workflow Properties

You can change the names of each workflow and names of the steps within.

« Notification email. When the document changes its state from one workflow step into

another, the responsible persons can be notified about it. Click the pencil (edit) button next to
the workflow step and enter the emails of users, that must be notified. E-mail addresses can be
separated by new line, comma or semicolon characters. You can also use the e-mail syntax

Name Surname <name.surname@domain.com>.

SMTP settings. Before the Control Center can send the notification emails, you have to con-
figure the email server for mail delivery. You also have to define the sender name and email
address. If your email server runs on a non-standard port, add the port number after the
server name, such as server:587.
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‘{ NiceLabel Control Center

# Overview & Print Management & Document Storage @ History [ Reports M Automation [RIENsITH

(it e Document Storage Versioning and Workflows
Manage settings for Versioning and Workflows on document storage
> Alerts
Y I G SMTP Settings —
» PowerForms Web Clients Server: mailserver.domain
[pProcess.

2 Global Variables

Username: sender
> Versioning and Workflow
% [Frzmess Password: | eses Lz

Sender email: alerter@nicelabel.com

Sender name: Control Center Workflow Change EE=E

SMTP Settings
OK Cancel
~
Configure SMTP settings

PowerForms Web Clients

[This feature applies to NiceLabel PowerForms Web and NiceLabel PowerForms Cloud products. ]

Before users can print their labels on the Web, the administrator must define the users in the Control
Center and associate them with a solution. All user management for Web printing users is handled in
this tab. When the Web user logs in, a specified solution will open in his browser.

The table displays name of the Web user account, the associated solution file and licensing
information. For each account two numbers are shown. The first number (Used) shows the number
of licenses currently in use. That many users are currently logged in. use and how many licenses are
still free. The second number (Free) shows how many licenses are currently still available per account.

6‘ NOTE: The user can log in to the same account from different workstations, if you allow
concurrent logins.

Adding Clients
To add new Web printing user click the Add new client, then define the properties.

« Username: This is the user's name. It is not case-sensitive.

« Windows user: If you select the user as Windows user, you do not have to enter the password.
In this usage scenario the user will not manually log into the Web Printing site using login dia-
log box. Instead, he will log in some existing Web application that will send the user credentials
to Web Printing site. The login is handled by the existing application. Make sure the Web Print-
ing Site is configured to accept Windows authentication. For more information see
NiceLabel PowerForms Web Installation Guide.

« Password: You can enter a simple password, but make sure to use password of sufficient com-
plexity, even more if you will open the Web Printing site on the Internet.

o E-mail: The user's email. Not a required information.
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« Solution: Browse for the solution file uploaded in the Storage Server in this Control server. You
can define the user without specifying the solution name, but before the user can log into the
Web Printing site, the solution name must be defined. To create a solution file use the applic-
ation Nicelabel Solution Architect, see the NiceLabel PowerForms Web User's Guide.

« Variables: When the user will log into the Web Printing Site and open his solution, you can pre-
define values of some variables in the form. For example, the same solution file can be opened
simultaneously by different users so they all have the same look and feel of the printing applic-
ation, while each user must have access to his data only. In this case, you would define the
same solution for each user and define starting value of the filter variable. This variable is
defined as a filter in the database table, displaying records that match the defined criteria. Usu-
ally a criteria is a simple relation, such as field_name = variable_value.

For example, to set variable filter to starting value 123, use the following syntax:

"my filter" = "123"

If variable name includes space, also include the variable name in double quotes.

Make sure to check for typo errors in the variable names and values. Also make sure to test the
application before you allow the user to log in. When the solution opens, there will be no error
message displayed, if you assign value to a non-existing variable.

« Log printing activities: Enable this option to log all printing activities executed by the Web
printing users. Control Center will collect information coming from the printing workstations,
such as: name of the label, quantity of labels, printer name that printed labels, values of all label
variables, etc.

« Active: Enable this option to activate the user and allow him to log in. Once the user is active,
he can log into the Web Printing site and run his solution. Once the user is active, one license is
taken from list of available Web printing licenses. The Web printing user can log in from one
workstation at a time. If the same user logs in on another workstation, the first login is can-
celed and session logged off.

« Number of logins: This setting allows you to set the number of concurrent users using the
same account. All these users will run the same solution. Each user requires a license. If all
assigned licenses are in use, nobody else can log in with this account. After the client stops
using the solution, his session will expire in 8 hours. During this time the license cannot be
occupied by another user.

When you allow one login per account, the user can login just from one machine. If the user
tries to log in from another machine, the session for the first user gets disconnected.

« IP filter: Enter the list of IP addresses from which this client can log in and run the solution. If
the client tries to log in from non-authorized computer, the access will be denied. If you want
to allow the client to login from any computer, leave this list empty. You can provide multiple IP
addresses, either every address in a new line, or delimited by semicolon character (;). To provide
ranges of IP addresses, use CIDR notation. You can convert subnet mask notation into CIDR
notation with the help of online calculators found in the Internet.

For example, to allow this user to log in from anyIP in the range 192.168.0.1-192.168.0.254, you
must define the range as 192.168.0.0/24.

NOTE: In development phase you might have the Control Center installed on the same
computer, from which you will run the Web application. Make sure to include either

"localhost" or "127.0.0.1" in the list of allowed IP addresses, so you can run Web applications.

Importing Clients
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For bulk upload of clients you can import them from the CSV file. You must use the CSV structure as
follows.

"USERNAME", "PASSWORD", "WINDOWS USER", "EMAIL", "LOG PRINTING ACTIVITIES",
"ACTIVE", "NUMBER OF LOGINS", "SOLUTION", "VARIABLES", "IPFILTER"

"SampleUser", "passwordl23", "FALSE", "sampleUser@nicelabel.com", "TRUE", "FALSE",
"1l", "/sample folder/sample solution.slnz",

nnnyarighlel""=""yaluel"" | @ "Variable2""=""yalue2""" ,
"192.168.0.1;1localhost;192.168.10.0/24"

Deleting Clients
You can delete client-by-client by clicking the Delete icon next to the client name.

For bulk delete of clients, you can define the clients for deletion in the CSV file and upload it. All
defined clients will be removed. You must use the CSV structure as follows.

"SampleUser"

"SampleUserl"

"SampleUser2"
Exporting Clients

You can export the list of clients into a CSV file. You can use this feature to define clients in some
other Control Center, or create a list of clients for backup purposes.
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Using Control Center

Overview

Overview

When you open the NicelLabel Control Center, the Overview page opens. It's a summary page that
displays the current system status including the following information:

« Server info. You will see the server name and server local time.

« Operational workstations within the last hour. Shows all clients that sent some event in the
last hour. Every workstation's license type is visible, as well as the most recent errors detected.
If you wish to see detailed information for any of the indications on the Overview page, click
on the Magnifier icon in front of the shown information.

« License status. All activated licenses are shown here, together with the total and available num-
ber of licenses.

« Recent errors. Shows all errors that happened in the last twenty-four hour period.

« The version. Version of your Control Center is shown in the bottom right part of the window.
This information is mandatory, when contacting the technical support.

A Automation % Administration

Overview

Quickly access an overview of recent printing activity and s

Server Info

Server name: TRAINER
Server time: 3:17 PM

Operational Workstations within the Last Hour License status
Workstation License Type Recently Printed Last Print Recent Errors License Type Used  Free
54507 NiceLabel Control Center Q 1 Q w0 Q0 MiceLabel Automation 3 17
Enterprise Enterprise
NiceLabel Control Center 1 4
Enterprise + Synchronization
Add-on
Micel abel PowerForms Web z 72
Recent Errors
Type Module Workstation User Status Submitted ¥
Label Print NiceLabel 54507 5450 Spooling failure 6/13/2014 317:03 PM

2014 Euro Plus | www.nicelabel.com | Al rights reservec Version 6.3.0

User Interface

NiceLabel Control Center application is designed as a web page, to capitalize on the benefits of
remote and centralized access offered by such application design. To start NiceLabel Control Center,
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open your browser then type in the following address.

http://server/epm

where server is the name of your server where you have installed NiceLabel Control Center.

The Overview tab will open in your browser with tabs for the functional areas. You can open an
individual section of the application by clicking on the corresponding tab. For example, if you want to
see all printing-related events that occurred in your environment, click the History tab.

The visibility of the tabs depends on:

o The license that you activated in the Control Center. For example, if you activate NicelLabel
Automation license in the Control Center, the additional tab Automation will be available. You
can activate and deactivate triggers in this tab. The connected Automation server will also log
the printing events to the Control Center.

« The user privileges. By default, Control Center doesn't have enabled the user login. Each user
has administrative permissions and will see the full functionality.

Centralized Printer Control

Managing Print Queues

The Print Management tab provides the overview of printers that are available on the connected
NicelLabel clients. The connected clients are all computers, where NiceLabel PowerForms Desktop
client is activated with a license from this NiceLabel Control Center. The list will contain all
workstations that obtained the license at some point in time.

There are two views on the connected workstations:
« Print Queues. The list contains all connected workstations.

« Print Queues with Errors. The list contains only the connected workstations that report prob-
lems with their printers.

'{ NiceLabel Control Center

#A Overview [E-YNVERERINNANE & Docur List of connected workstations. Expand the % Administration
workstation to see its connected printers

Print Management Maﬂage

v

Print Queues

> Print Queues with Errors Workstatfons
& s S Namfl ~ Print Jobs  Last Printed Status
? Printer Groups with Errors PEW_003 0 3/21/2012 2:04:30 PM o
PJFNOSNIEDELT List of printer drivers local to the 2 Sl PLZASLIACLY o
o workstation with their properties 0 12/13/2012 9:10:45 AM o
SASO7 6 5/20/2014 41133 PM ©
M Pause | esume | X Delete all documents 2 Refresh
N)(e' - Print  Paused  Offine  Mative Network Shared Status
Jobs Driver
REA JET HR 4K 0 CJ Port conflict
SATO CL408e 0 “ i Port conflict
SATO GLd12e 0 “ CJ Port conflict
SATO HA224R 0 i Port conflict
Send To OneMote 2013 0 Ready
Snagit11 0 Ready
Swifteolor SCL-4000D 0 CJ Port conflict
TEC B-SKST 0 i Port conflict
TSCTTP-343 0 CJ Port conflict
ZEBRA R-402 1 “ i Port conflict
123456 Displaying page 5 of 6, items 41 to 50 of 53
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The list will also contain information about:
« Name. Specifies the Windows name of the workstation.

« Print Jobs. Displays cumulative information about all print jobs waiting in Windows Spooler for
all drivers on the workstation.

« Last Printer. Displays time-stamp about the last printing activity coming from this workstation.

« Status. Displays the general status of all printers from this workstation. If just one printer
reports an error, the whole workstation will be in the error state, indicated with red icon. If
there are no problems reported from the workstation, it will be in OK state, indicated with
green icon. For more information about printer statuses, see topic Viewing Printer Status.

NOTE: To understand how the communication to the client works and how to configure it
correctly, see the topic Label Services.

Displaying the local print queue

Expand a workstation by clicking on the Plus symbol to the left of the workstation name, and the
locally connected printers of the selected workstation will be displayed. If you will not see any printer
statuses from the connected workstations, make sure to allow inbound connections in the local
firewalls. For more information see topic Label Services.

The list of printers connected to the workstation also features a list of commands. The possible
commands are Pause, Resume, and Delete All Documents, and they are used to control or remove
outstanding print jobs for the selected printer.

The status messages display the status of printers, connected to the workstation. If any printer is
displaying an error status, the name of the printer appears in a bright red color.

NOTE: This table displays the momentary status of the print queues showing currently
processed print jobs. If you would like to see a list of print jobs that have been executed in
the past, see the History topic.

Understanding the provided information

SASOT 6 6/11/2014 9:26:22 AM

M Pause | PResume | X Delete all documents T Regfresh

MName « Print Paused Offline Native ~ Network  Shared
Jobs Driver

Port conflict

" = Port conflict
printer is in error state

Port conflict

JETHR 4K
SATO CLdDEe Workstation status is "error” because at least one
SATO GL412e

SATO HA224R Ready

Send To OneMote 2013 Ready
Snagit 11 Ready

Swiftcelor SCL-4000D

€ B-5%5 Port conflict
= & The list of printers and their properties from the Port conflict
ZEBRA R-402 selected workstation Ready

123456 Displaying page 5 of 6, items 41 o 50 of 53.

The following columns are shown:

o o o o

Port conflict

« Print Jobs. Specifies the number of outstanding print jobs in the selected queue.

« Paused. Displays the current state of the print queue. Print queues can be paused to tem-
porarily stop the printing and resumed to continue the print process. If the printer is paused, a
check mark is shown in this column.
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«» Offline. If printer has been switched off, this is signaled with the check mark in this column.

« Native Driver. A check mark in this column means that the printer is using a NiceLabel printer
driver, a driver written specifically for this model of label printer.

« Network. Typically, printers are attached locally to the parallel, serial or USB port on the work-
station. If a network shared printer is used by the workstation, it is marked with a check mark
in this column.

« Shared. If your local printer has been shared for concurrent use by other workstations, this
fact is represented with a check mark in this column.

« Status. A print queue status is displayed here. For a list of possible statuses and their explan-
ation, see the Viewing Printer Status topic.

Clicking on the Plus icon of an individual printer in this display opens a further table, which lists the
print jobs for the current printer. These can be paused, resumed, deleted, or moved up or down in the
priority list. For more information, see topic Print Queue Details.

NOTE: Some network-attached printing devices can be managed through a web-based
utility. If a particular print queue is shown with the gray colored text, it represents a link to
such a utility. If you click on this link, a new browser window will open showing the printer's
management web page.

Moving the print job to another printer

When Nicelabel software has printer the label, the print job for this label is placed in the queue list for
the printer (Windows Spooler). There it waits upon its turn to be sent to the printer. If the printer is in
error state and unable to print labels, the print job will remain the queue as long as the error hasn't
been cleared.

Control Center has a unique functionality allowing you to move the print job from one printer's
queue into another. In fact, Control Center doesn't just move the print file on the disk to assign it to
the next printer, but actually re-prints the label to the new printer. Already created print file can only
be used on the same an compatible printer models. If you move the print job across the printer
brands, you have to re-print the label.

Control Center can do this because all details about the previous label job have been remembered,

the data including label name and values of all label variables.

NOTE: For this functionality, logging to Local MS Access database feature must be enabled in
the NiceLabel Configuration of the workstation, where the print job was issued.
To move the print job, do the following:
1. Go to the Print Management>Print Queues.
2. Expand the workstation where the target printer is available.
3. Expand the printer that has an error and cannot print the assigned label.
4. Put acheck-mark in front of the print job, selecting it.

5. Click the Move button.
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6. Select the alternative printer from the list. The list will show all printers available in the selected
workstation.
Print Queue Details

To manage jobs waiting in a particular print queue within Print Management, click the Plus icon next
to the printer name. A list of all print jobs in the selected queue is shown in the bottom under the
printer name. Each print job condition is described in several columns of a table.

ZEBRA R-402 1 0 Ready
M Pause | PResume | XDelete | »~ Move | A MovelUp | v Move Down Priority: Low | Normal | High
Name Owner Pages Quantity ~ Paused  Printing Submitted Priority

label-wmf saso 1 Q 6/5/2014 9:10:59  Low
AM

123456 Displaying page 5 of 6, items 41 to 50 of 53.

Understanding the provided information
Columns have the following meaning:
« Name. This is the file name of the label, designed and printed with the labeling application.
o Owner. This is the user, who submitted the print job
« Pages. Specifies number of pages sent to the printing device.
« Quantity. Specifies number of times the selected label will be printed.

« Paused. If the printing procedure has been paused, the check mark will be shown here until
the job has been resumed.

« Printing. Print job is currently being printed on the printing device.

« Submitted. Date and time when the print job has been submitted.

« Priority. Jobs with high priority are printed before other jobs with normal or low priority.
Executing actions on the print jobs

To manage a particular print job, place a check mark in front of the job. You can execute the following
actions on the selected job:

« Pause and resume the job.
« Delete the job.

» Move print job to another printer. In case the original printer is overloaded or in some error
state, you can move the print job to other accessible/backup printer. For more information, see
the topic Moving Print Job to Another Printer.

« Move the job higher or lower in the priority list. The jobs higher in the list will be printed
first.

NOTE: For this functionality, logging to Local MS Access database feature must be enabled in
the NiceLabel Configuration of the workstation, where the print job was issued.

Viewing Printer Status

You can diagnose the printing device status by observing the Status column while Centralized Printer
Control. Dependent on the printer condition and the printer driver reporting the status, this column
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might report the following statuses:
« Ready. Printing device is prepared for printing.

» Paused. A printing device has been temporary paused. To continue printing, click the Resume
link.

« Printing. The current print job is being printed.

« Port conflict. When two or more bidirectional printers are connected to the same port, status
checking option is disabled and Port conflict is shown. To avoid this status, each bidirectional
printer should be attached on its own port, or the bidirectional functionality should be dis-
abled in the printer driver.

« Error. Thereis an error on the printer device. Typical reasons for the error status are print head
open, out of paper, out of ribbon, etc.

o Not accessible. Control Center could not reach the printer in order to retrieve a status report
(for example problems on the network render network printer offline, disconnected USB
printer).

NOTE: The printer status is reported from the printer driver that is installed on the
workstation. The displayed text message is dependent on the driver.

Printer error statuses are reflected on the parent printer group or workstation. If there is an error on
the printer, the whole printer group or workstation will be marked with the error. To view printer
groups or print queues, click the Printer Groups or Print Queues links. If you only wish to display the
groups or queues with errors, you can do so by selecting the Printer Groups with Errors or Print
Queues with Errors.

Moving Print Job To Another Printer

When Nicelabel software has printer the label, the print job for this label is placed in the queue list for
the printer (Windows Spooler). There it waits upon its turn to be sent to the printer. If the printer is in
error state and unable to print labels, the print job will remain the queue as long as the error hasn't
been cleared.

Control Center has a unique functionality allowing you to move the print job from one printer's
qgueue into another. In fact, Control Center doesn't just move the print file on the disk to assign it to
the next printer, but actually re-prints the label to the new printer. Already created print file can only
be used on the same an compatible printer models. If you move the print job across the printer
brands, you have to re-print the label.

ZEBRA R-402 1 Cd Ready

MPause | PResume | X Delete | A Move | MoveUp | v Move Down Priority: Low | Normal | High

Name Page Pricrity

#l  label-wmf saso 2 Low

Moving print job to another printer ]‘

123456 s 41 to 50 of 53.

Control Center can do this because all details about the previous label job have been remembered,
the data including label name and values of all label variables.

NOTE: For this functionality, logging to Local MS Access database feature must be enabled in
the NiceLabel Configuration of the workstation, where the print job was issued.

To move the print job, do the following:
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1. Go to the Print Management>Print Queues.
Expand the workstation where the target printer is available.

Expand the printer that has an error and cannot print the assigned label.

> W N

Put a check-mark in front of the print job, selecting it.
5. Click the Move button.
6. Select the alternative printer from the list. The list will show all printers available in the selected
workstation.
Printer Groups

The Printer Groups section of Print Management offers insight into printer groups and statuses of
the printers they contain. The printer group is a user-created organizational concept, which offers an
abstract layer of insight into the status of the printer fleet. Printer groups can be created at will, and
all printers accessible by the Control Center can be added to them, regardless of the workstations
they're locally connected to.

"{ NiceLabel Control Center

hation ¥ Administration

& Print Management

List of printer groups and their statuses

Print Management Mo

> Print Queues
Printer Groups

Name = V Description Print Jobs  Last Printed Status

Conveyer Belt 1 1 6/11/2014 9:26:22 AM 0

> Print Queues with Errors

> Printer Groups

» Printer Groups with Errors
Shop Floor 0 3/21/2012 9:52:29 AM 0

There are two views on the connected workstations:
« Printer Groups. The list contains all defined printer groups.

« Printer Groups with Errors. The list contains only the printer groups that report problems
with their printers. If one printer reports a problem, the status of the whole group is erro-
neous, identified by red icon.

To create or edit printer groups, open the Administration tab. Click on the Printer Groups
subsection, and a list of current printer groups will open. If no group entries are displayed in the list,
there are no created printer groups and you should create a new one.

Document Storage

Document Storage

Control Center offers the Document Storage feature, which is a shared file repository on the server,
where users can store and retrieve their files. While the basic functionality may resemble a shared
location on a network, this storage is on a web-based application. It can be shared to a much broader
public and accessible from anywhere in the world, not limited to local area network.

Document Storage supports all file extensions, not just NiceLabel-related file types.
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Document Storage
Search options

Search: v in| Filename ¥ X

€ < a & O a Q b [ ]
~ il Root [le1] o] (1o
~ @ Chemicals @
I Dev Chemicals1lol  Chemicals2.lsl  Chemicals3.l6t
i Forms
GraphicsRenamed . .
Ir: LabZLs Toolbar with actions (the same are
available using right-click contextmenu)
b Tl Drugs

» fili Toxic ingredients

Listof files in the selected
folder

Items: 3 (208 KB)

NOTE: Not all options shown in the screen shot are available in every Control Center
product.
Working with the Document Storage

You can control the items in the Document Storage using the commands in the Toolbar above the
contents area. The Toolbar mimics the ribbon functionality, with the intuitive icons.

« You have to upload the files into the Document Storage, before you can use them.
« You can organize files into folders.
« You can select the item display mode from icon to list view.
« You can preview all label files. The image preview will show in a dialog box.
« You can right-click the items to execute commands upon them and see their properties.
The commands in the Toolbar can change, if you enable functionality that is not enabled by default,

such as the revision control, workflows and access permissions.

NOTE: You need NicelLabel Control Center Enterprise product to have support for revision
control and workflows.

You can also right-click folder and files, and use commands in the context menu. If you have
configured Application Server role in the Control Center, the toolbar will display additional
Application Server options. For more information see the topic Centralized Application Server.

For best user experience using the Document Storage, make sure to install the Browser Extension,
when prompted so.

Searching for the Files and Label Data

If you have to find a particular label file either based on the file name mask or filtered by some
content, you can use the search pane in the Document Storage.

When used, only the files that contain entered string (in the file name or in the file contents) will be
displayed. The folder tree also shows only the folders that match the search criteria or contain sub
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items (file or sub folders) that match the criteria. You have to press <ENTER> to confirm the entered
string.

« Search by file name. When you enter a string, Document Storage will filter the displayed items.
You will see all folders and files that contain the entered string in their names.

« Search by file contents. When you enter a string, Document Storage will display the label files
that contain the string anywhere in their content, such as all fixed content for text and barcode
objects and names of all variables (and their description, default value and prompts).

To clear the filter, click the Clear search button.

When the Document Storage displays filtered results, this is indicated by a different color of the
search toolbar. All files are again shown when you click the Clear search button or presses <ESC> key.

Document Storage

Search: [chemical ¥ [in| Filename v X

€ o [+] o) @ a Q iis =
~ [ Root (1] (161 ] 151 ]
~ i@ Chemicals ) )
~ il Dev YYou can search for the files or file content
Chemicals1.lbl  Chemicals2.ll  Chemicals3.Ibl

& Labels matchingthe entered string

NOTE: The partial search is enabled by default. When you enter word lab, the result will
include label and laboratory. To disable partial search, enter the keyword inside the double
quotes, like this "lab".

Advanced search

You can narrow your search by enabling the advanced searching functionality.

Document Storage

Search: ¥ |in| Filename v X
€ o a e a) O a Q 1 B
il Root (151 [1o [0
~ i@ Chemicals
~ D Chemicals1.bl  Chemicalszbl  Chemicals3.bl
& Forms
@ GraphicsRenamed Enabling advanced search
[ Labels

» il Drues
» il Toxic ingredients

In this case you can search by specific fields either inside the label meta-data, structural information
or workflow steps.

Advanced search functionality allows search queries, such as the following:
« Find all files that contain string LV in the file name and have text object containing text Batch

« Find all files that need to be approved (search for by specific workflow step name, such as
Request approval)

« Find all labels with dimensions 10x7 cm

User can enter the following search keys for advanced search functionality:

EXAMPLE: Name, Author, Description, PrinterName, PrinterDriver, Width, Height,
WorkflowStep, Object, ObjectContent, Text, TextContent, TextFont, Barcode,
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BarcodeContent, BarcodeType, Graphic, GraphicPath, Variable, VariableDescription,
VariableDefaultValue, VariablePrompt

After the search keys you have to enter color character (:) followed by the actual keyword. You can
search by concurrent fields, make sure to delimit them with space character.

The following example searches for label that contains both MyPrinter and 660 in the printer name
and contains a variable named Counterl. Label must also contain an EAN barcode.

EXAMPLE: PrinterName:MyPrinter PrinterName:660 Variable:Counterl BarcodeType:EAN

Last 10 search terms are saved and suggested to the user when he starts typing in the search field.

Advanced search options x

All fields:

File name:
Workflow step:
Description:
Author:

Printer:

Object name:
Object content:

Variable name:

Variable default value:

Finefuningthe search
parameters

Ok Cancel
A

Previewing Labels

You can preview the label files directly in the Document Storage without opening the label in
designer.

To see the label preview, do the following:
1. Select the label file.

2. Click the Preview button in the Toolbar.
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You can also right-click the label file and select Preview label in the context menu.

Preview label (Product label.lbl) x

Variables Preview
Quantity 10
Lot ABC123 TS Shelf AB 10..5 C

W 20
= ABC123

e 10

Weight 20
ProductName Shelf AB10.5C

D 1030451

Live label preview displaying the entered
values for the variable objects

Close

If you work with file revisions, you can open the Revision history for the selected file and see preview
of any revision.

NOTE: When opening the label preview, you can enter the values for variables and see how
they are used in the label template. You can also use values from a data file.

Applying values from data file to the variables

The label templates are usually designed with variables that don't have any default value defined. This
ensures that there are no hard coded values that would be used during printing. On the other hand
it makes the label preview and comparison more difficult task, because you have to provide the values
for variables before the label preview is generated. When generating the label preview, you can enter
values manually.

You can also provide the external data file with a list of variables and their values and NiceLabel
Control Center will automatically use it for the label preview. The data file must provide the name:value
pairs. There must be name of the variable and there must be value for the variable. All pairs are read
from the data file and values sent to the variables of the same name defined in the label. If the variable
of the same name is not defined in the label, the name:value pair is discarded.

Data file structure
The contents for the variable data can be provided in either of the two available structures.
XML structure

The variables are provided within <variables />rootelementin the XML file. Variable name is
provided with the attribute name, the variable value is provided by the element value.

<?xml version="1.0" encoding="utf-8"?>
<Variables>
<variable name="Variable 1">Value 1</variable>
<variable name="Variable 2">Value 2</variable>
<variable name="Variable 3">Value 3</variable>
</Variables>

Delimited structure

The variables are provided in a text stream. Every name:value pair is provided in a newline. Variable
name is to the left of the equals character (=), variable value is to the right.
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Variable 1=Value 1
Variable 2=Value 2
Variable 3=Value 3

Data file naming convention

The name of the data file can be the same as the name of the label, but using the extension .values.
This private data file allows you to provide different data file for each label.

EXAMPLE: If you have a label named 1abel.1bl, the data file must be named
label.values.

The other option is to use the same generic data file for all labels. In this case, name the data file
default.values. The name:value pairs within will be used for all labels.

NOTE: If both files exist in the same folder, the file 1abel .values will take precedence over
the file default.values.

Data file location

You can store the data file in various locations in the Document Storage.

EXAMPLE: The label label.lbl is saved in the folder /folderl and therefore available as
/folderi/label.lbl.

The searching for a data file is executed in the following order.
1. The private data file in same folder as the label file.

EXAMPLE: /folderl/label.values

2. The private data file in the subfolder SampleValues.

EXAMPLE: /folderl/SampleValues/label.values

3. The generic data file in the same folder as the label file.

EXAMPLE: /folderl/default.values

4. The generic data file in the subfolder SampleValues.

EXAMPLE: /folderl/SampleValues/default.values

When the first available . values file has been found, the search stops and contents of the data file is
used for the label preview.

NOTE: Using the sampleValues subfolder is useful when you have a workflow process
defined in the label folder, but you do not want the same workflow to govern your data files.
In this case, you can store the new version of the data file without going trough all workflow
steps.

Getting File Properties

You can obtain the file properties, such as file name, file type, size, creation and modification date,
name of last user that modified the file, file permissions, selected workflow for this folder, workflow
step in which the file is, check out status and revision number.
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To see file properties, do the following:
1. Select thefile.
2. Click the Get info button in the Toolbar.
You can also right-click the file and select Get info in the context menu.
Accessing Files
Accessing files for remote users

You can use Control Center Web interface to interact with files inside the Document Storage. This is
the access method if you want grant access to Document Storage to users, connecting from external
locations (such as Internet). In this case make sure that your firewalls allows inbound connections.

In this case the label files will open using HTTP protocol, such as:

http://server:8080/folder/label.1lbl

Accessing files for local users

Local users can also use Control Center Web interface. Or they will use their favorite file manager,
such as Windows Explorer to access file in Document Storage. When you activate NicelLabel client with
a license from Control Center, the shortcut to the Document Storage is added to user's Favorites. This
shortcut becomes accessible in Explorer and every Windows file-managing dialog box.

You can also open a link to the Document Storage using the following WebDAYV syntax:

\\<server>@8080\DavWWWRoot\folder\label.lbl

NOTE: If you enable HTTPS protocol to access the Control Center, then the Document
Storage is accessible using syntax: \\<server>@SSL@8080\DavWWWRoOt.

File Access Control

File access control allows you define access permissions on folders. This is useful option when you
want to limit access to certain folders in the Document Storage to specific group of users. The access
permissions are defined on folders and are valid to all files in that folder. The access permissions are
configurable per profiles and will be applied to all members of the profile.

To be able to configure file access permissions in Document Storage and prevent users from
accessing all files in the Document Storage, you must first enable login into Control Center. For more
information how to set up authentication and users, see topic Configuration and Administration.

NOTE: When user login is not enabled in Control Center, the permissions of the Default
profile are in place, where all folders and files are accessible in full read & write mode within
Document Storage.

Access Control Rules

These are the rules that define access control in the Document Storage.

« Access control is defined per folder by profiles. Members of each profile can either have full
access (read & write), read access, or no access.
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« You can define access permissions separately for each folder.
« Allfiles within the folder will inherit the access permissions as defined for that folder.

« Sub folders can either inherit permissions from the parent folder, or you can define custom per-
missions per each sub folder.

o Members of Administration profile are granted full access rights to all contents within the
Document Storage.

Additional Access Control Rules When Using Workflows
When the folder is governed by some workflow process, the additional rules are:

« When you have read-only access to the folder, you can only retrieve the last approved-
published revision. If the file hasn't been approved-published yet, you cannot access it at all.
The access privileges are configured in the user profiles.

NOTE: The users in the production environments must have read-only access to
ensure they can see only the approved-published revisions.

« When you have full access to the folder (read and write permissions), you can retrieve any file
revision. For more information how to work with revisions and request revisions, see topic Revi-
sion Control System.

Changing the access permissions for the folder

To change the access permissions for the folder, do the following:

NOTE: Make sure the user login is enabled in Control Center. For more information, see
topic Configuration and Administration.

1. Open Control Center and log in with user that has administrative permissions to the Document
Storage.

2. Go to Document Storage.
3. Select the folder for which you must change the access permissions.

4. Click the button Permissions in the toolbar. You can also right-click the folder and select
Permissions in the list.

The Permissions dialog will open for selected folder.
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ﬁ Permissions
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5. Select Use permissions defined per profile.

6. Select the access permissions you want to grant per profile. All users belonging to that profile
will inherit the settings defined here.

Permissions (Workflow) 3

Use permissions from parent folder

* Use permissions defined per profile

Profile name Read/Write Read Mone Change permissions
Default . T

Design &

Production =

Web Printing 2

Author

Operator

* . . .
Approver Enabling permissions per profile ]

0K  Cancel
P

7. Enable the option Change permissions, when you want members of that profile to be able to
change the access permissions for their profile themselves.

The users will have access to the folder and files as allowed by his profile.

Label Report

You can use label report feature to create a detailed description about the structure of the selected
labels. At the same time the label preview is generated for the visual reference on the label design.

When the label report is selected, a new tab will open in the browser and will contain detailed
information about the selected file(s). You can initiate the report on the single file, group of files, the
contents of the entire folder and on the specific revision of the label file.

The report will contain label's meta-data (name, author, description and commit comment), label
structural information (list of fixed objects and variables with their contents), and label preview. You
can use the provided information to build a label catalog, a list of all labels you use in your
environment. This will help you keep track on the number of labels, their structure and intended
usage. Before creating a new label template, you can verify your label catalog if a similar label has
already been created. You could use the existing label as a master template for a new label.
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If you need the label information saved in your existing business & informational system, you can
download the provided label structure in the XML file and upload it to your system.

NOTE: If you have generated report for several labels, you can download XML files for
individual labels, or one XML file containing definition of all displayed labels.

Label name: http://TRAINER:3080/Samples/Product labellbl

Authoer: Bill Jenkings

Title: Product label
Description: This label will be
Revision number: 1

Label preview with the current data

Commited by:
Commit comment: Initial version of the file

Printer name: ZEBRA R-402

Printer driver: ZEBRA R-402

Label dimensions (width, height): 7.62 cm, 5.08 cm

Worldflow step: /\

Information about label meta data 1

Text fields

Text field name Font Size
Textl Arial dpt
Text2 Arial 10 pt
Text3 Arial 4pt
Textd Arial 4pt
TextS Arial 4pt
Texth Arial 10 pt
Text? Arial 10 pt
Text8 Arial 10 pt
Bar codes

Barcode field name Type

Bar Codel Codel28

Graphics

I\A‘“’W Shelf A/B 10.5C

WEIGHT 2 K 0
o ABC123
QUANTITY 1 0

Content

Label structuralinformation
WEIGHT
Lot
QUANTITY

Content

0000000000

Graphic field name

Ne items for this group

Variables

List of label variables and their default values 1

Name
D
LoT
ProductName
Quantity

Description

Default value Prompt
1030451

ABC123

Shelf A/B10.5C

Weight [

Export label data to XML
Download XML

Executing the Label Report

You can invoke the label report from several locations within the user interface:

PRODUCT NAME ]

1. On the selected label file(s). You can select one or several label files, right-click on them and

select Label Report. The report will display in another tab inside your browser.

To select several files click and hold ctr1 key while selecting files.
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2. On the selected folder. Select the folder, then right-click it and select Label Report. The report
will be generated for all label files in this folder and all its sub folders.

& Sample-

@ Workf S Reload
EENew folder
EﬁNew project
B Upload files
Q Workflow
Label Report

a Get info I}

3. For a specific revision of the label file. In the file revision history window click on the
document icon to create label report for that particular revision of the label file.

File revision history (Product label.lbl) x
Revision Date User Size Warkflow Workflow step Comment Label Preview
Report
2 6/13/2014  Anonymous 148 KB Label production Design Updated @ Q
2:08:01 PM approval process the
barcode
position.
1 Revert 6/11/2014 Anonymous 148 KB Label production Design Initial @ Q
4:02:22 PM approval process version

of the
fil

Initiating label report forthe selected label revision

Compare revisions | Close

4

Label Report Contents
For each label document, the following contents will be shown:

Label meta-data
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o Labelname
« Author (the user that last uploaded or modified the document in the Document Storage)
o Title
« Description
 Revision number
o Committed by
o Commit comment
o Printer name
« Printer driver name
« Label dimensions (width, height)
o Current workflow step
Preview of the label
« The label preview graphically displays the label structure.
Label contents
» Properties of all fixed text objects. Object name, font, size, content.
« Properties of all fixed barcode objects. Object name, barcode type, content.
» Properties of all fixed graphic objects. Object name, path and file name to the used image.

o Properties of all variables. Name, description, default value, prompt.

Comparing Label Files

[The functionality from this topic is available in NiceLabel Control Center Enterprise. ]

This feature provides an ability to graphically compare different label files, or different revisions of the
same label file.

Graphical comparison is a great tool whenever you are interested in the changes between label
designs. This information might already be provided in the comment field required during each check-
in process, but perhaps the detailed level is not satisfactory. The tool will display all selected labels
and/or revisions of a single label as thumbnails. You can select the left and right label/revision for
comparison. Both selected labels will display on top, followed by a third image of both preview
superimposed.

The color-coding allows for all differences to be easily spotted.
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Left preview - Revision: 3

Right preview - Revision: 2

FRODUTIYE Shelf A/B 10..5 C
WEIGHT 20

e ABC123 E
GUANTITY

10

FROUETIAE Shelf A/B 10..5 C

WEIGHT 2-0
e ABC123
QUANTITY 1 0

Comparison

\ Displaying the selected revisions
|

\¥

RS Shelf A/B 10..5 C

WEIGHT
M
Lor
ABC123 e
.
QUANTITY
10 /
e
Color-coded changes between the
selected revisions forthe easy
identification )
Document revisions - Product label Ibl (
Revision: 3 Revision: 2 Revision: 1 / Selecting the ML for
comparison
S Shell AB 10.5C T Shelf AB 10.5C AB10.5C
_—_— 20 e 20 - - 20
ABC123 E ABC123 ABC123
10 R ) - 10
5y o - (T SO0 oo

Comparing Different Label Files

To compare different label files, do the following:

1. Select two or more labels in the same folder.
NOTE: Hold Ctrl key while clicking labels to select multiple labels.

2. Right-click the labels and select Compare.
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3. Select the left and right label for comparison. The superimposed image of label differences will
be shown below the preview of the two selected labels.

Comparing Revisions of the Same Label File
To compare revisions of the same label file, do the following.

1. Right-click the label that has at least two revisions and select Revision history.

Search:

4 B EaHO [ S

1B]
20 codes.lbl G51-Ad.lEL Product I~ " ™"
Download

B copy
x Cut
E Rename

= - N
Il Remove

[4] Check Out

Revision history I}
iE:? Warlflow step

Q Preview label

Label Report

a Getinfo

2. Inthe File revision history window click the Compare revisions button.
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File revision history (Product label.lbl) x
Revision Date User Size Workflow Waorkflow step Comment Label Preview
Report
3 6/13/2014  Anonymous 150 KB Label production Design Datamatrix @ Q
2:47:04 PM approval process 2D code
was
added.
Two
separator
lines were
added.
2 Revert 6/13/2014  Anonymous 148 KB Label production Design Updated @ Q
2:08:01 PM approval process the
barcode
position.
1 Revert 6/11/2014 and Access fothe comparison of revisions of the “gjgn Initial B Q
4:02:22 PM same label design 'tvhersfitlm of
& file.

Compare revisions = Close

3. Select two revisions for comparison. One for the left preview, one for the right preview. The
superimposed image of label differences will be shown below the preview of the two selected
labels.

Applying values from data file to the variables

The label templates are usually designed with variables that don't have any default value defined. This
ensures that there are no hard coded values that would be used during printing. On the other hand
it makes the label preview and comparison more difficult task, because you have to provide the values
for variables before the label preview is generated. When generating the label preview, you can enter
values manually.

You can also provide the external data file with a list of variables and their values and NicelLabel
Control Center will automatically use it for the label preview. The data file must provide the name:value
pairs. There must be name of the variable and there must be value for the variable. All pairs are read
from the data file and values sent to the variables of the same name defined in the label. If the variable
of the same name is not defined in the label, the name:value pair is discarded.

Data file structure
The contents for the variable data can be provided in either of the two available structures.
XML structure

The variables are provided within <variables /> rootelementin the XML file. Variable name is
provided with the attribute name, the variable value is provided by the element value.

<?xml version="1.0" encoding="utf-8"?>
<Variables>
<variable name="Variable 1">Value 1</variable>
<variable name="Variable 2">Value 2</variable>
<variable name="Variable 3">Value 3</variable>
</Variables>

Delimited structure

The variables are provided in a text stream. Every name:value pair is provided in a newline. Variable
name is to the left of the equals character (=), variable value is to the right.

Variable 1=Value 1
Variable 2=Value 2
Variable 3=Value 3

Data file naming convention
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The name of the data file can be the same as the name of the label, but using the extension .values.
This private data file allows you to provide different data file for each label.

EXAMPLE: If you have a label named 1abel.1bl, the data file must be named
label.values.

The other option is to use the same generic data file for all labels. In this case, name the data file
default.values. The name:value pairs within will be used for all labels.

NOTE: If both files exist in the same folder, the file 1abel .values will take precedence over
the file default.values.

Data file location

You can store the data file in various locations in the Document Storage.

EXAMPLE: The label label.lbl is saved in the folder /folderl and therefore available as
/folder1/label.lbl.

The searching for a data file is executed in the following order.

1. The private data file in same folder as the label file.
EXAMPLE: /folderl/label.values

2. The private data file in the subfolder SampleValues.
EXAMPLE: /folderl/SampleValues/label.values

3. The generic data file in the same folder as the label file.
EXAMPLE: /folderl/default.values

4. The generic data file in the subfolder SampleValues.
EXAMPLE: /folderl/SampleValues/default.values

When the first available . values file has been found, the search stops and contents of the data file is
used for the label preview.

NOTE: Using the SampleVvalues subfolder is useful when you have a workflow process
defined in the label folder, but you do not want the same workflow to govern your data files.
In this case, you can store the new version of the data file without going trough all workflow
steps.

Revision Control System

[ The functionality from this topic is available in NiceLabel Control Center Enterprise. ]

Document Storage implements the revision control system for the labels, images, and related files.
Over time, you will have a complete history of your files. The system will allows you to work with
revisions (version) of files, track changes made to the files, revert to the previous revisions, and restore
deleted files.
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Every time the designer want to work with the label file, the file must be checked-out to the user. At
this time the file is locked to that user. Any other user can open the file in read-only mode only. When
the designer checks-in the file, the new file version is created in the Document Storage. The revision
number increments by one after each Save operation. The first file version is revision 1, the second
revision 2, and so on. All previous revisions of the file are still available in the database. The designer
can always access previous label revisions and make them active. For each check-in operation the user
can enter the comment describing the changes in the label design.

Adding a File
You must add the file into Document Storage to make it available for users.
To add a file, do the following.
1. Click the Upload files button in the Toolbar.
2. Browse to the files you want to add.
3. Click Add field if you want to add more than three files simultaneously.
NOTE: If you use Internet Explorer 10 or above, Chrome or Firefox browser, you can

select multiple files in the Browse dialog box. Use the standard Windows shortcuts
with Ctrl key to select individual files, or with Shift key to select range of files.

4. Enter the optional Comment. The Comment is recorded to the file log.

Upload files o

| Choose File |label replacement.lbl
| Choose File | multiline.Ibl

| Choose File J Mo file chosen
0 Add field

#| Overwrite existing files?

Comment:
Initial version of the Tabel files.|

Uploading files tothe
Document Storage

Ok | Cancel

Checking Out the File

Before you can start editing the file, you have to check it out from Document Storage. The checked-
out file is marked and locked for editing for any other user. All other users will see the current revision
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of the file, while the designer already works on a new draft.
To check out the file, do the following.
1. Select the file you want to check out.

2. Click the Check Out button in the Toolbar.
You can also right-click the file and select Check Out in the context menu.

3. Click the Download button to download the file to your computer.
You can also double-click the file to open it in associated application. E.g. double-clicking the
label will open it in NiceLabel Pro.

To allow other users full access to the file, you have to check it back in, or discard check out operation.
To discard the check out, click the Discard Check Out in the Toolbar or in the right-click context
menu.

Checking Out Multiple Files

Use the standard Windows shortcuts with Ctrl key to select individual files. When you click the Check
Out button, all selected files will be checked out simultaneously. You can also select Check Out
command, while you have a folder selected. In this case all files in the folder will be checked out.

If an error happens during the processing, the user is informed about the details.
Checking In the File

When you are finished with editing the document, and want to make it available to other users, you
have to put the file back into the Document Storage. The process is referred to by "checking-in the
file".

When you check in the file, the file revision will increment by one. The entered comment is logged to
file log.

To check in the file, do the following.

1. Ifyou have downloaded the file and edited it locally, you have to upload the file back into Docu-
ment Storage.
If you have opened the file in editor by double-clicking it, the edited file is already uploaded
into Document Storage.

2. Select the file in Document Storage.

3. Click the Check In button in the Toolbar.
You can also right-click the file and select Check In in the context menu.

4. Enter the optional comment. It's a good practice to enter the comment describing the
changes you did in the file.

Checking In Multiple Files

Use the standard Windows shortcuts with Ctrl key to select individual files, or with Shift key to select
range of files. When you click the Check In button, all selected files will be checked in simultaneously.
You can also select Check In command, while you have a folder selected. In this case all checked out
files in the folder will be checked in. The comment you enter for the revision change will be applied to
all files.

If an error happens during the processing, the user is informed about the details, such as files
opened in designer, file check out was discarded, file was deleted.
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NOTE: The availability of the files depends on the configuration . For example, when you also
enable workflows, the checked-in file is only available to print operators, when it is in the
Approved/Published state.

File Revision History

Every change to the file is logged to database. Whenever you check-in the document, you can enter
the comment describing the changes. The file revision history includes all events occurring for file,
including revisions and workflow changes.

To see all activities for the file, do the following.
1. Select thefile.
2. Click the Revision History button in the Toolbar.

3. The dialog box will display all known details, including revision number, data of change, user
who committed the change, size of the file, workflow defined for current folder, workflow step
for the file, and comment.

File revision history (label.Ibl) *®

Revision Date User Access to Label Report and Preview Comment Iﬁaetp’glr't Preview

3 8/5/2013 Anonymous Q
3:57:42PM

2 Revert §/5/2013  Anonymous 144 KB 2 Q
3:54:50 PM

1 £ 8/5/2013  Anonymous 144 KB 1 Q

3:52:51PM

Details about file's life cycle changes ’

Access to graphical revision comparison

Compare revisions  Close
A

4. The File Revision History provides access to additional commands:

« Revert to label revision. You can revert to any previous file revisions. What this action
will do is copy the selected file revision and add it as the new revision.

« Preview label revision. You can preview any revision of the label file on screen. Use this
feature to avoid opening labels in the designer, just to see how it looks.

« Label report. A label structure report will be displayed on-screen, including meta
information about the label including the graphical preview, plus a list of all label objects
and variables. The report can be also downloaded as XML file.

For more information see topic Label Report.

« Compare revisions. You can graphically compare the changes from one document
revision to another on-screen.

For more information see topic Comparing Label Files.

Requesting Label Revisions

The label files stored inside the Document Storage are accessible using WebDAV protocol. To get
access to the label file, the application requiring a label authenticates itself, with the user account the
application is running under. Each application runs in a specific user-space. For example, if you run
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the application interactively in your desktop, it will inherit privileges of your user account.

When the application requests the file, the exact obtained revision depends on the privileges of the
user account.

Requesting the HEAD Revision (Latest Available)

If you request a file without specifying any revision (you provide the file name alone), the following will
happen:

« Ifyou have read/write access to the file (so you are a designer), you will get the last revision.

« Ifyou have read-only access to the file (so you are user from a production environment), you
will get:

o The last revision (if the folder doesn’t have any workflow enabled)

« The last approved-published revision (if the folder is governed by some workflow pro-
cess)

Requesting the Specific Revision
To request a specific revision, provide it as a parameter after the file name.

To request revision 10 of file 1abel.1b1, you would request it as:

label.1lbl?v=10
The access permissions defined on the folder where the file resides determine if you can access the file
or not. If you are not allowed to get that revision, the failure will be reported in the error message.
Requesting the Last Published Revision
To request a specific revision, provide it as a parameter after the file name.

To request the last published revision of file 1abel.1b1, you would request it as:

label.lbl?v=P

If no file revision has been approved, the failure will be reported in the error message.
File Log

The file log contains the information about file changes and check in / check out actions. This is a
subset of information available in the file revision history.

To see the file log, do the following:
1. Select thefile.

2. Click Get info button in the Toolbar.
You can also right-click the file and select Get info in the context menu.

3. Click View file log.
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File log (2D codes.Ibl) *®
Action Data Date User Computer
Create Revision: 1 5/13/2014  Anonymous saso?.galaxy.europlus.local
Name: /Project A/2D codes.lbl 10:39:13 AM
Check Out 6/11/2014  Anonymous saso?.galaxy.europlus.local
3:26:27 PM

Discard Check Out 6/11/2014  Anonymous saso?.galaxy.europlus.local
3:26:41 PM

Activites associated with the selected file

Close

A

Restoring the Deleted Files

The Document Storage contains a Recycle Bin functionality. When you delete a file, it is not really
deleted from the system, but is just marked as deleted. When you want to really remove the file, you
have to purge it.

To show the deleted files, to restore them or to purge them from the system use the icons in Deleted
Items group in the toolbar.

NOTE: To see the Deleted Items group in the toolbar, you have to enable versioning for the
document storage. For more information, see topic Versioning and Workflows

Workflows

[The functionality from this topic is available in NiceLabel Control Center Enterprise. ]

Control Center allows you to enable workflows next to the revision control system (versioning).
Workflows allow you to enable another level of quality control in the label printing process. A
workflow consists of a sequence of connected steps, which are controlled by the workflow logic.
There might be one or more possible steps from the current step. Every workflow has a start step and
the final step. Using a workflow you can track the status of the label file.

When a folder is governed by some workflow process, the access privileges of the user requesting a
label determine which revision will be returned in a response. For more information, see topic File
Access Control.

Approval Process

The approval steps are based on the selected workflow type. The hierarchy of the steps and allowable
next steps are predefined for each workflow.

When the file is uploaded in the Document Storage in the workflow-enabled folder, the initial state is
Draft. When the designer is confident about the file, he moves the file into the next step Request
approval. If configured, the responsible approvers are notified by an email that the file needs a review.
The approval can either Reject the file, which notifies the designer that changes are needed. Or the
approval can move file into Approved step. Each workflow defines the available step and transitions
from one step to another.
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The step Approved (or Published in some workflows) is the final state for the file. Labels cannot be
used in the production, until they are approved and published. The members of Operator group (or
any user with print-only permissions) will only see the files that are in Approved/Published step. The
designer can start working on the new revision of the label file, but the file will not be visible to print-
only users until the new revision reaches the Approved state.

NOTE: When approved/published, the file becomes visible to print operators (print-only
users), members of the Operator profile.

Label production approval process

This workflow enables the classical approval process. First, the document is in the draft state. When
ready, the designer will request document approval. A person with approval permissions will either
approve the document or reject it. If it is rejected, the designer can open it in editor and update it.
When the document is approved, it is automatically published as well.

Published documents are available to print operators. Such users have print-only permissions and will
only be able to use the latest approved (and published) document. There might be other revisions in
the Document Storage, but invisible to print operators.

Each change of the workflow step is documented in the system. The user performing the state
change must enter the mandatory comment.

DRAFT

Design is ready to be
l | reviewed

REQUEST APPROVAL

4

REJECTED APPROVED (AND PUBLISHED)

T

Design is rejected, updates ale]

Design is approved and

necessary. published (in production)

Two step label production approval process

This workflow is similar to the Label production approval process workflow with one difference. This
workflow enables the two-level approval process. Before the document is approved (and published),
two independent approvers must review the document and both approve it. Only after the document
has surpassed both approving processes, it will be published.
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DRAFT
Design is readyto be
reviewed
REQUEST APPROVAL
REJECTED FIRST APPROVAL

The first approver has approved]

NI L

[ Design is rejected, updates are

necessary. APPROVED (AND PUBLISHED)

thedesign. It's published {in

The second approver has approved
production)

Label production approval process with delayed publishing

This workflow is similar to the Label production approval process workflow with one difference. This
workflow differentiates between the Approved and Published states. When the document is
approved, it is functionally complete, but not automatically used by the print operators yet. In some
environments the move into the final Published state must be performed with a delay. The document
might have to wait until the next work shift, or until specific date, such as after the public holidays, or
when a production order requires new label designs. You can schedule the future date and time for
the publishing to occur.

The transition to the Published state can be done manually, or automatically by the system. The state
Approved is not a final state, but is followed by:

« Published. In this case the transition into the Published state is completed by the user.

o Scheduled for publishing. In this case, the transition into the Published state is completed by
the system on a date and time as defined in the workflow.

In both cases, the change of the step is logged into the system database.
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DRAFT
REQUEST APPROVAL
Usedfo cancel orreschedule
automatic publishing

]

REJECTED

SCHEDULED
FOR
PUBLISHING
Designis approved but not
moved to production yet

PUBLISHED This state allows to set date

|

o when the fransition to next step
Design is approved and willautomatically occur
published (in production).

@ NOTE: If you require custom workflow for your approval process, please contact NiceLabel

representative. Custom workflows can be added to your Control Center.

Enabling Workflows

To enable workflows, do the following:

1
2.

In Administration tab, select Versioning and Workflow.

Enable Enable workflows for document storage.

Go to Document Storage tab.

Select the folder for which you would like to enable workflow control.
Click the Workflow button in the Toolbar.

You can also right-click the folder and select Workflow in the context menu.

'{ NiceLabel Enterprise Print Manager

A Overview & Print Management *JBGUILINIBIGIELCE @ History [ Reports M Automation # Administration

Document Storage

Save and access your label templates and assodated files in one location.

Search: | v|in | Filename  ¥] \E\ \z|
€| vyRPRT® DO BDREE [0~ [baa =#E ]
Browse Edit Files & Folders Revision history Workflow Deleted items Display Preview
~ i Root ) m; Iﬂl_' ml_|
@ Automotive n @
L p"’je"';_ GST-A4bl Product labeulnt
~# Reload

[g New folder

& New project

B upload files Enablingworkflow on the folder.

Ow Specify the workflow type in the next step.
l

Label Report

€ Getinfo
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6. Select the option you want to enable for the folder.

o Use workflow from parent folder. Select this option if the parent folder has defined
the same workflow that you intend to use. The workflow logic is inherited from the par-
ent folder. When you change the workflow on the parent folder, the change will propag-
ate to the current folder as well.

« No workflow. Select this option if you want to disable workflow control for the current
folder.

» Choose workflow. Select this option to define workflow for the current folder.
Limiting Approving Privileges to Selected Folders

Only users that are members of the Approver profile can execute the approval process. They can
change the file step from Request approval to either Approved or Rejected (or any other step
defined for the selected workflow). Besides being member of the Approver profile, the users must also
have access permissions to the files inside Document Storage.

You might have a situation where only one approver can work with files in some folder. Or you want
to allow the approver to work with files in Folder1, but not with files in Folder2. By default, being
member of Approver profile grants him access to all folders. The solution is to disable file access to
entire Approver profile and then allow access case-by-case by adding users to other profiles that have
file access.

To limit the approver to the particular folder, do the following:
1. In Control Center Configuration, select User rights and access, then click User Configuration.
2. Click Add profile.
3. Typein a name of a new profile, such as AccessFolder1.
4

. Click on Members tab.

o

Add the user who will have the approving right on the Folder1.
Click OK.

Double-click the Approver profile.

© N o

Make sure the user is member of the profile.
Now the user is member of both profiles, AccessFolder and Approver.

9. Make sure the user login is enabled, you must select either Windows or Application authen-
tication.

10. Close Control Center Configurator.

11. Log in to Control Center as administrator.
12. Click on Document Storage tab.

13. Right-click the Folder1 folder.

14. Select Permissions.
Note: You will see Permissions option only if you have login enabled.

15. For Approver change permission to None. For AccessFolderl change permission to
Read/Write.
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Files in folder Folder1 can only be approved by this user and no other member of the Approver profile.
Assigning State to File

Each file in the workflow-controlled folder must be assigned with a state. The state identifies in which
workflow stage the file is currently in.

'{ NiceLabel Enterprise Print Manager

#A Overview = Print Management J*EJRIEIGIELEN @ History [ Reports M Automation #8 Administration|

Document Storage

Save and access your label templates and associated files in one location.

Search: M
€c YERLTE® OGN B B O =
Browse Edit Files & Folders Revision history Workflow Deleted items Display Pri
il Root e ] e ] e ]
Automoti ' ' n' '
T Au Iomu ve @ m o
T Project A 20 cod L
€ E Download
B copy o
Initiating workflow step change
x Cut
E Rename
s
Il Remove
[8] Check Qut

Revision history
f—'u Worldflow step
Q Preview label
Label Report

ﬂ Get info

When you upload a new file, or enable workflow in the existing folder, the initial step becomes the file
state. In case of built-in workflows Label production workflow and Two step approval the initial
state is Draft. Each time you change a workflow step for the selected file, the new state is
automatically assigned to the file. You can only change into the next step as defined by the workflow

rules.
Change workflow step (2D codes.Ibl) x
Current step: Draft
Mext step: Request approval T
Comment:

The document is ready per specifications. Please validate and approve it.

Changing the workflows step to the next available step.
In this case from Draft to Request approval.

OK = Cancel

Once the file reaches the Approved step, it becomes visible to print-only users, who can only access
the approved version of the file. These are usually members of the built-in profile Operator, but you
can also create your own profiles.

Publishing Approved File at a Later Time (Scheduled Publishing)

To enable delayed publishing of the approved file, do the following:
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1. Make sure the folder which contains the file is configured to use the workflow Label pro-
duction approval process with delayed publishing.

2. Follow the workflow steps.

3. When the file is in the Approved step, it is ready, but not available yet (not published).
NOTE: The step Approved is the final step of other workflow types, but not the
workflow for delayed publishing. The final step here is Published.

4. Open the workflow step selection dialog.

5. Select Scheduled for publishing for the next step.

6. Select the date and the time when the transition from Approved to Published step must

occur.
Change workflow step (2D codes.Ibl) x
Current step: Approved
Next step: Scheduled for publishing A

Waorkflow step "Scheduled for publishing” will be scheduled to automatically transition to warkflow step "Published”.

Automatic transition time: 09/01/2014 00:00

Comment: 4 1 September 2014 »

The file is approved anc
Note: publishing must oc

a -

5 16 17 18 18 20
H| 2 5 26 27
28 29
£
Workflow step log
Date User Data
6/6/2014 ~ Anonymous Draft - Request apph, NThe document is already approved, but notavailable
2:46:03 PM workflow: Label prod = . Y _DD =
ST ERE m 5 . T inthe production yet. ltwill be published later on a
/6 nonymous equest approval -= Ap - -
2:46:10 PM Workflow: Label product] defined day and time

OK | Cancel
%

7. Enter the comment.
8. Click OK.

Control Center will monitor all scheduled actions, and perform the workflow step change
automatically at the defined time.

Centralized Application Server

[The functionality from this topic is available in NiceLabel Control Center Enterprise. ]

NicelLabel Control Center integrates the Microsoft's RemoteApp technology and help build more
efficient labeling solutions around the Centralized Application Server.

With RemoteApp you can make programs that are accessed remotely through Remote Desktop
Services appear as if they are running on the end user's local computer. Instead of being presented to
the user in the desktop of the Remote Desktop Session Host server, the RemoteApp programis
integrated with the client's desktop. The RemoteApp program runs in its own re-sizable window, can
be dragged between multiple monitors, and has its own entry in the task bar and has the look and
feel of the installed desktop application. The application runs on the server, but displays its user

NiceLabel Control Center User Guide 72



Using Control Center

interface in the client's desktop. Labels can be printed using the printer drivers installed on the
RemoteApp server.

NOTE: The bottom line is that you can run NicelLabel applications to design or use your files
without any NicelLabel client installed on the workstation. This can reduce the complexity and
reduce administrative overhead in many situations.

Application Server Options in the Document Storage

The Document Storage displays new commands to open label designer, form designer, label run-time
or form run-time from the RemoteApp server. The commands are available in the toolbar and when
right-clicking the file. The options you see are dependent on role and privileges of the currently
logged in user. For example, the users from the Production environment will not have permission to
edit labels.

If you use supported browser and have installed browser extension then running these commands
will seamlessly run the respective NiceLabel program from the RemoteApp server. If all prerequisites
are not met, the browser will download the . RDP file, which you have to execute manually to invoke
RemoteApp program.

FoBacae <.

[ Edit Label
Print Label 1] | 151 [ 1121 |
] Download Edit Label Shortcut
pl label. bl label2. bl label3. bl lage-
Download Print Label Shortcut nicelabel.png

Run MiceLabel Pro Application

mE

Run MiceForm Application

The context sensitive menu displays options
valid for the current selection.

NOTE: If you have the Nicelabel client installed locally, it will take precedence over running
the RemoteApp client.

Technical Background

The NicelLabel Application Server role depends on the Microsoft RemoteApp technology, which must
be installed, configured and licensed first, out of scope of the NiceLabel software. Then you can start
integrating RemoteApp into NiceLabel Control Center. Before you can deploy RemoteApp programs
to users, you must configure the server to host RemoteApp programs. You need Windows Server
operating system and configured Active Directory environment. Control Center can be installed on
the same machine as RemoteApp, or some other server.
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NiceLabel client (PowerForms Desktop) is installed
on the RemoteApp server

Domain Controller RemoteApp Server
(Active Directory)

%ﬁf

Control Genter Server

The user has no local NiceLabel clientinstalled.
NiceLabel programs will run on the RemoteApp server
and display their user interface on the clienf's deskiop.

When you select the RemoteApp commands in the Document Storage, such as Edit label, or Run
NiceForm Application, Control Center will create the Remote Desktop Protocol . RDP file. This is a text
file containing configuration for the published RemoteApp. The local installation of Remote Desktop
Connection seamlessly processes the . RDP file and opens the RemoteApp in a window. If your
browser downloads the . RDP file, or you see the security prompts about untrusted publisher, your
integration of RemoteApp into Control Center is not complete.

6 NOTE: For more information about the prerequisites and necessary steps to integrate
RemoteApp into NiceLabel Control Center see the NiceLabel Control Center Installation
Guide.

Browser Extension

To enable the best experience using the Document Storage, make sure you install the extension for
your browser, when prompted so. The extension will more tightly integrate Document Storage with
the Nicelabel client. The browser extension can detect the locally installed NicelLabel client and will
use it if available. If the Application Server role is configured in the Control Center and there is no local
client installed, the browser extension will open RemoteApp program from the server seamlessly and
without any prompts.

EXAMPLE: Double clicking the label file will open it directly in the label designer without
saving it into Download folder. Saving the label in designer will save it back to the
Document Storage.

": NiceLabel Control Center

# Overview & Print Management =Wl tI@S(]rIsl-B @ History [ul Reports A A

Document Storage

Save and access your label templates and associated files in one location.

For best experience in Chrome install the following: Installing the browser extension

@ Micelabel Control Center Extension
® Nicelabel Control Center Extension Client
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Consolidated Event History

History

Control Center offers a detailed history log of all events in the printing system and a flexible sorting
and filtering system, which assists you in finding the events that you're interested in. The events can
either be displayed on a single list or split into the following categories:

o Allactivities
« Printing (all events directly related to print jobs)
« Errors (printing errors)
o Alerts (issued alerts)
Filtering Data

A default view to the collected data is one day of event history. You can quickly adjust the time-frame
using the combo box selection with predefined time intervals.

After time interval selection the page will update and show the event from the selected interval. If the
items will not fit on one page, you can navigate to the next pages with results.

History Pfiﬂtiﬂg HiStOfy
> Al Activities
Printing Activities Da: - | Defire filrer | Recer filver
» Printing = D:
Module Workstation User Status suf Y Name Label

Week

> Errors Name

) No activities could be found using the current filter. Month
> Alerts Customn

Time selection from predefined
time intervals

To further drill-down for the data of interest and define a custom filter click Define filter. You will be
able to create a filter on other parameters, such as print application names, workstation names, user
names, label names, values of variables and many more.
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Define filter =
Date Range Custom -
From: 6/23/2014 1:02 PM B O
To: 6/24/2014 1:02 PM E Er
Type: -
Madule: All -
Status: All -
Workstation: All -
User: All -
a Printer: All -
a Label Name: |
& Solution Name: \(
& Quantity: Defining custom filter
& Variable value:

Execute Filter Cancel .

Printing history

The Printing History page displays the list of past printing events. Each event includes information
regarding the source application of the print job, the workstation and user that initiated it, which
printer it was executed on, when the event took place, as well as the status of the action. The Printing
History offers a comprehensive log of all printing activities performed in the past. The powerful filter
enables you to either choose from a preset selection of past time intervals, or an advanced filter
where you can accurately pinpoint the printing jobs you're interested on the basis of their
information.

The Activity Details page displays detailed information about the selected printing event.

Activity Details

The following information is displayed in the Details section.

Status. Last-known print job status. The print job status will update through time to reflect the
actual live status of the print job. For more details about available statues, see topic Print Job

Statuses.

Label Name. Specifies name of the label file that was used for printing.
Requested Quantity. Specifies the number of labels that were instructed to print.
Begin Print Time. Specifies the time, when the data was submitted for printing.
End Print Time. Specifies the time, when the print job was created.

Printer. Specifies name of the printer driver that was used for printing.
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» Workstation. Specifies name of the computer that executed printing.

« User. Specifies name of the user that executed printing. This can be user name defined in Win-
dows AD, or locally defined application user.

The following information is displayed in the Label Jobs section.
o ID. Unique internal ID of the label that was printed.
 Printed Quantity. Specifies the number of labels that were printed.
« Status. Specifies the last known status of the print job.

« RF Tag. Specifies the information encoded in the Radio-frequency tag, if smart label was prin-
ted.

« Details. Specifies a collection of variable names and their values as were used in the label.
The collected data can be used for label reprint.
NOTE: You can display a preview of the already printed label. However, the preview will only
be available, when the printing application requests the label from the Document Storage
over the HTTP protocol, not directly over WebDAV. For example: the label must load as
http://server:8080/1label.1lbl and not as
\\server@8080\DaviWWWRoot\label.lbl.

Additional details

To see more label-design related details, such as label time stamp, click the Additional Details option
in the left-hand pane.

The additional fields provide information about:

» Has Header. Provides information if the label contains header label. The header label prints
once as the very first label in the batch.

« Has Tail. Provides information if the label contains tail label. The tail label prints once as the
very last label in the batch.

o Number of sets. Specifies the number of print process repetitions. One label set contains all
labels from a single batch. The print process can be configured to print a single label set many
times (creating copies).

o Set Number. Specifies information about which set this is.
« Label Time stamp. Displays the time-stamp of the print process, when it occurred.
Reprint

The access to Reprint function is available on this page. You can reprint all labels in the job or a
selection of labels from a past printing event. The labels can be reprinted on the original client and
the original printer. If the label is saved in the Document Storage it can also be printed by some other
client (because the client has access to it in the Document Storage) and on some other printer. If you
change the target printer, make sure it has loaded labels of the same type & dimensions.

For more information see topic Reprinting Labels.

Error history

The Error History section provides an overview of logged printing errors in the system. Each error is
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displayed with the information describing the type of error, the module that returned the error, the
workstation and user that submitted the job which returned the error, and the time of occurrence.

Clicking on one of the entries displays the information regarding the error.
Activity details

« Status. Provides information about the event status.

o Module. Provides the name of the application reporting the data.

« Created. Specifies time-stamp when the event occurred.

« Workstation. Specifies the Windows name of the workstation reporting the event.

« User Name. Specifies the name of the user executing the event.

« Info. Provides basic event information.

« Details. Provides details about the event.
Error details

o ID. Unique error ID.

o Module. Provides the name of the application reporting the data.

« Severity. Success, information, warning, error or question.

o Type. Event type.

o Group. For example database errors, printer errors.

« Info. Provides general information about what caused the error.

« Details. Provides detailed information about what caused the error.
Alerts history

All printing activities in NiceLabel applications are reported as events. Certain event types are more
important than others, for example errors. To be able to react quickly, it is important to be notified as
soon as errors happen. You can enable the Control Center to issue alerts with different notification
options. Alerts are created based on module, error type or severity. Based on error importance or
communication capabilities of the environment, alert action can be an SMTP email, Net Send message,
RSS 2.0 Feed, or an SMS message.

The Alert History section provides a list of issued alerts in the printing system. All alerts are displayed,
and the information available depends on the type of alert that was issued.

Clicking on an alert displays more detailed information about the alert's status, as well as a link to the
event that triggered the alert.

For more information about creating and configuring alerts, see Administration.

Print Job Statuses
The possible print job statuses are:
« Deleting: job has been deleted from the spooler.

» Deleted: spooling process has been interrupted because the print job has been manually
deleted from the print queue.
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« Error: error condition on the printer - typical reason could be head opened on the printing
device.

« Error - Printing: The error condition is due to a port conflict

« Moved: print job has been moved from one printing device to another. This is particularly use-
ful if a printing device fails during execution of a current job. You can continue printing the rest
of the labels on another suitable printing device.

« PartiallySpooled: part of the print job has been sent to the printing device; rest of the job is
still being processed.

« Paused: this print job has been paused. Printing: print job is currently being printed on the
printing device.

« Printed: print job has been successfully send to the printing device.
« Restarting: complete print job will be resent to the printing device.

o Queued: print job is in the waiting line in the spooler and will be sent to the printing device,
when it has finished processing the previous job.

« StartSpooling: print job has started to be sent to the printing device.
« Spooling: print job is being sent to the spooler.
« Spooled: print job has been sent to the printing device without errors.

» SpoolFailed: while print job has been sent to the printing device, an error has occurred.

Reports

Reports

In a networked enterprise environment, cost management and work process planning are two of the
main leverages toward achieving an acceptable level of productivity and output, in order to maximize
return on investments. At the same time, process tracking and management is exceedingly difficult in
the traditionally fragmented label printing environments. Several printer brands, individual near-
obsolete and cutting-edge models proprietary and customized supporting software...

All of these factors make centralized data collection a challenge, and even when this is achieved, the
data tends to be fragmented and impossible to present in a simple an intuitive shape.

Control Center offers elaborate reporting and graphical representation functions, which allow you to
diagnose issues in your printing infrastructure, track throughput in individual parts of it, assess
future needs for expansion or overstocked sections, and similar.
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‘{ NiceLabel Control Center

# Overview & Print Management & Document Storage @ History mESll A Automation #8 Administration

Printed Labels Report

View a graphical display of printed labels grouped by selected criteria within the selected time period.

Reports

> Printed Labels
Printed Labels

From date: |11/25/2012 to date: |6/11/2014

) Show only web printing activities

» FErrors

» Compare Workload

2 Al Print Jobs Group by: Printer Name - .
Report on number of labels per printers
» All Errors /] inyourinfrastructure
5000 /
4000
£ 3000 o
&
o
Bl
B
& 2000
1000 -
0 T T (o T T T T T T T T T T L L T T T
Z T PP rPPDOOO0O0OOO0 YO0 I IS IO DT R DOWOMONN
fEiaaicosaang g 2FgsR83283800
FE31222 8z xx2E2 kB35 00585k °28 3%
TERrRER: oSl aRETEESE LS5 GRAR L
Printer Mame
a4 »
Printer Name Print Jobs Requested Quantity
Wwilight\HP LI P2015dn - Marketing 2 2
Adobe PDF 2 1
Avery 64-04 E 25
Avery 64-05 2 6
Avery 64-06 RFID —~ 2 1

The same data displayed in table-like structure and

Prev 1 2 3 4 56 7 Ned
L <] > L available for export

Export to Excel XML Exportto CSV

Printed Labels Report

The Printed Labels Report provides a graphical representation of the label printing activity for
individual segments of the system in a given time period.

Once the date range and primary grouping are selected, the page displays a bar graph
representation of printing activity for the selected primary grouping. It is possible to display the
comparative label printing totals for the following categories:

o Printers

o Workstations
 Printer Groups
o System Users
o Nicelabel Users
« Solution name

Errors Report

The Errors Report provides a graphical representation of the reported errors for individual segments

of the system in a given time period.

Once the date range and primary grouping are selected, the page displays a bar graph
representation of printing activity for the selected primary grouping. It is possible to display the
comparative error totals for the following categories:
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« Printers

» Workstations

 Printer Groups

o System Users

» Nicelabel Users

» Solution name
Compare Workload Report

The Compare Workload Report provides a graphical comparison of label printing workloads for
individual segments of the system in a given time period.

Once the date or date range is selected, the primary grouping should be set. Once the Compare By
grouping is selected, select the individual members of the group, and add them to the chart by
clicking on Add to Chart. This process can be repeated for as many individual segments as there are
in the system.

NOTE: It is not possible to compare members of different primary groupings.

It is possible to display the workloads for the following categories:
« Printers
« Workstations
« Printer Groups
o System Users
» Nicelabel Users
« Solution name
All Print Jobs Report

The All Print Jobs Report is a spreadsheet report of all print jobs logged by the Control Center. It
allows the user to view all print jobs for a certain time period, and then limit the results to individual
groups.

The first selected group displays a drop-down category of data, and when a second group is selected,
it appears as subcategories inside the first group. It is possible to add more than two groupings for
the print jobs display.

This report is primarily intended to be used as exported data, and it offers the choice between
exporting the data to Excel or in CSV format.

All Errors Report

The All Errors Report is a spreadsheet report of all errors logged by the Control Center. It allows the
user to view all errors for a certain time period, and then limit the results to individual groups.

The first selected group displays a drop-down category of data, and when a second group is selected,
it appears as subcategories inside the first group. It is possible to add more than two groupings for
the print jobs display.
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This report is primarily intended to be used as exported data, and it offers the choice between
exporting the error data to Excel or in CSV format.

Automation

Automation Server

The functionality from this topic is available when you activate the license for NiceLabel Automation

in the Control Center.

NicelLabel Automation products are installed and managed on their own machines using its own

GUI interface Automation Manager, a desktop software. You can also manage the Automation server
from the Control Center, but this Automation server must be activated from the Control Center. You
have to activate NiceLabel Automation license inside Control Center, not in the NiceLabel Automation

locally. NiceLabel Automation Easy product cannot be managed from the Control Center, only
NiceLabel Automation Pro or NiceLabel Automation Enterprise.

You can do the following in the NiceLabel Control Center:
» Manage triggers already loaded in the NiceLabel Automation server
« Monitor events coming from the NiceLabel Automation server
To manage NiceLabel Automation from the Control Center, go to Automation tab.
NOTE: To be able to manage the Automation server, the Windows system where
Automation is installed must allow the incoming connection into the NiceLabel Automation
Service. The default port is 56415 TCP. If you have changed it in the configuration, use your
custom port.
Figure: Control Automation in Control Center
Trigger List

You will see a list of all NiceLabel Automation servers currently connected to Control Center. To
manage triggers, events or preferences of a particular server, click the server name in the list. Each
trigger is listed in a separate line, consisting of the following columns:

« Started. Specifies the current running status of the trigger.

« Configuration. displays the name of the configuration from which the trigger has been loaded.

» Type. Displays the type of the trigger.

« Name. Displays the name of the trigger.

Trigger is not active if it does not show a green check mark = in the Started column. To stop or
restart a trigger, select the trigger and click the Stop or Start button in the toolbar.
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": NiceLabel Control Center

& Overview & Print Management & Document Storage @ History GGG A Automation REGIGTMTEET]

Automation Trigger List

Here you see all servers connected to Control Center. To manage triggers defined on a server, click the server name in the list.
> Trigger List

Select server
> Events

Server

Selecting Trigger List ]

SASA

M 412325678 p M

the selected Automation server
Select Trigger

Listof configurationsand triggersrunningon ['’-

M Stop | W Start /

Started  Cenfiguration = Type Name
=] ~ HTTP Response SAP RFC Return Label Preview in HTTP Response_1
8] - HTTP Respanse SAP RFC Return Label Preview in HTTP Response
=] test Gy Web Service Web Service

Monitor NiceLabel Automation Events

Click on the Events link on the left part of the Control Center screen to see the events from the
connected NicelLabel Automation servers. These are the same events as you can drill-down for in the

main events view (History tab). The only difference is the events here are filtered for the selected
NicelLabel Automation.

°’{ NiceLabel Control Center

# Overview & Print Management & Document Storage @& History Reports [ WANMGIWEITLE ©8 Administration

Automation Events

You see the list of all events here. You can filter the list by several parameters. To see a particular event details, click on the
> Trigger List event type.
> Events Select server

Server

Selecting Events to display print events
from selected Automation server

Fine tuning the filter

M 412245678 p M <5 of &, items 21 to 25 of 37.

Automation Activities Custom ~ | Define filter | Reset filter
Type User Status Submitted ~

Trigger Completed 1/13/2014 24811 PM

Trigger Completed 1/13/2014 2:43:08 PM

Trigger Completed 1/13/2014 242:54 PM

Trigger Completed 1/13/2014 2:42:44 PM

Trigger Completed 1/13/2014 2:42:34 PM

To see details of a particular event, just click the underlined event type. A new page opens within
History tab displayed in the event details. If there is any sub-event associated with the current trigger
event, the History tab will allow you to drill-down to the label printing action, so you can see details,
such as label name, printer name and value of each variable on the label. For more information, see
topic Consolidated Event History.

There might be a lot of events displayed in the list, dependent on the number of running Automation
servers and the frequency of printing. To help you find the specific event, you can enable filtering.
Click the Define filter option and fine-tune the search parameters.
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Using Control Center

Define filter

Date Range Day

Type: All
Module: Automation
Status: All
Workstation: SASOT
User: All

Execute Filter

Defining filter to display just the
matching trigger events

Cancel
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Technical Support

Technical Support

Problem Solving

Control Center provides an accurate status of your printing environment and proactive notification in
case of imminent problems. When problem notification is received, either from a predefined alert or
from a user, you can use the Control Centerinterface for finding and solving possible problems.

This topic presents typical errors that you might encounter in your environment. Recommended
steps are given that you (or your printing administrator) could take to solve the errors.

To find out if your printing environment has an error and to pinpoint the reason, please follow the
problem resolution flowchart from top to bottom:
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Possible problems

1. Error during printing: printing has been executed from labeling application, but the label is not
printed.

2. Error on printing device: out of labels, out of ribbon, head open, etc.

3. Printer status: paused, off-line, printer turned off, etc.

4. Network error: networking cable not connected, networking infrastructure error, etc.
5. User error: printing the wrong label or to the wrong printing device.

6. User action: user deletes the print job from the spooler or NicePrintQueue, etc.

Steps for problem resolution
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1. In case a user has reported a problem and alerts are in use, the Control Center administrator
should first check the status of his alerts and alerts defined by other users (Alerts —> History).

2. Ifan alert has been received, the administrator should click the Error Event link. If no alert has
been received, the administrator should search for an Event of type Error (Events —> Errors).
Error Event Log will open. Useful help here can be filtering and sorting feature of Control Center.

3. Inthe Error Event Log, details about error, workstation, date and time are shown, together with
a link to that particular Event. In the Event Details window the administrator gets information
about the module from which the printing has been issued, label details and possible links to
other error events. Also, here is the Job Details link.

4. Ifthereis no Error Event, (just an ordinary Event), the Job Details should be inspected about
the Print Job status and separate label statuses (if several labels have been printed inside print-
ing batch (for example if counter has been used).

5. Ifthere was no Error Event, the printing device status should be inspected (Printing -> Print
Queues —> Workstation)

Steps 1. to 4. can be used to track down possible problems 1., 5. or 6.

Step 5. can be used to track down possible problems 2., 3. or 4.

Technical Support

You can find the latest builds, updates, workarounds for problems and Frequently Asked Questions
(FAQ) on the product web site at www.nicelabel.com.

Self-help resources

» Knowledge base: http://kb.nicelabel.com

o Nicelabel Tutorials: http://www.nicelabel.com/Learning-center/Tutorials

« Nicelabel Forums: http://forums.nicelabel.com

« Documentation: Make sure you have followed the steps in the NiceLabel Control Center
Installation Guide.

Contact us

o Nicelabel Support: http://www.nicelabel.com/support

NOTE: If you have a Service Maintenance Agreement (SMA), please contact the premium
support as specified in the agreement.
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